| Pv4d—to—I Pv6 Transition Strategy
(RFC 2893)

Dua Stack

— Reduce the cost invested in transition by running both
|Pv4/1Pv6 protocols on the same machine .

Tunneling

— Reduce the cost in wiring by re-using current 1Pv4
routing infrastructures as a virtual link.

Trandation

— Allow IPv6 realm to access the rich contents already
developed on |Pv4 applications



Tunnels of IPv6 over IPv4

IPv6 Header ]r_ T":'jrp,grt
IPv6 Dual-Stack Dual-Stack
Host Router /\/\ Router

Sy IPv4 p—

I CIPVe ) e > 2

Tunnel: IPv6 in IPv4 packet

 Transport
IPv4 Header | IPv6 Header ez (il Data

* Encapsulating the IPv6 packet in an | Pv4 packet
« Tunneling can be used by routers and hosts



|Pv6 Tunneling
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Manually Configured Tunnel

Dual-Stack Dual-Stack
Routerl Router2
IPv6 _ = — |Pv4 = _ IPv6
Network U U Network

IPv4: 131.243.129.44 IPv4:140.110.199.250

IPv6: 3ffe:b00:¢c18:1::3 IPv6: 3ffe:b00:¢c18:1::2
routerl# rout er 2#
i nterface Tunnel O i nterface Tunnel O
| pv6 address 3ffe: b00:c18:1::3/64 | pv6 address 3ffe: b00:c18:1::2/64
tunnel source 131.243.129. 44 tunnel source 140.110.199. 250
tunnel destination 140.110. 199. 250 tunnel destination 131.243.129. 44
tunnel node ipv6ip tunnel node ipv6ip

Manually Configured tunnels require:
Dual stack end points

Both IPv4 and IPv6 addresses configured at each end 5



Manually Configured Tunnel

Dual-Stack Dual-Stack
Router Host
RS IPv4
.>2TFT\' R —
IPv6: 2001:288:03a1:210::3/127 IPv6: 2001:288:03a1:210::2/127
FreeBSD4. 7#

gifconfig gifO 61.218.105.10 140.110. 199. 254
i fconfig gifO inet6 2001: 288: 03al: 210:: 2 2001: 288: 3al: 210::3 prefixlen 128




Linux Tunndgl

/etc/sysconfig/network-scripts/ifcfg-sitl

DEVICE=sitl

BOOTPROTO=none

ONBOQOT=yes

IPV6INIT=yes

#Remote end-1SP |Pv4 addr
IPV6TUNNELIPV4=140.110.199.250
#Y oursdlf IPv6 tunnel addr from ISP
IPV6ADDR=2001:288:3A1:210::2/127

Ifup sitl



Windows XP Tunné

e netsh interface ipv6

— add vev4dtunnel “T1" 140.113.131.23
140.113.87.100

e Syntax: add vev4tunnel [[interface=]String]
locallPv4Address remotelPv4Address

— add address “T1" 2001:238:F88:B::30
— add route 2001:238:F88:B::30/127 “T1”

 Now you can ping the remote tunnel endpoint
2001:238:F88:B::31

« Use Ethereal to capture packets with filter “ip
host 140.113.87.100".



Tunnél Packs

File Edit Capture Display Tools Help

)| || x @] 8=+ [0| #DEX B

&) zcapture> - Ethereal

=10l ]

Mo, . [Time Source Destination Pratocol Info

1 0.000000 feB0::280:cEff:fech:l ffo2::09 RIPNG wersion 1 Response
2 f. 6 2AHITHEND FE0 2t 7 STHERS TPy G Echo reguest
3 0.8B82898 2001:238:f88:b::31 2001:238:T8B:b::30 ICMPYE Echo reply
4 1.691507 2001:238:f858:h::30 2001 :238:TBE:h: 30 TCMPYE Echo reguest
5 1.694533 2001:238:f88:b::31 2001:238:T88:b::30 ICMPY 5 Echo reply
6 2.693848 2001:238:F88:h::30 2001525381 YRAD 3L ICMPYE Echo reguest
7 2.898218 2001:258:F88:h::31 2001:238:T8B:h::30 ICMPY S Echo reply
8 3.895788 2001:238:f88:bh::30 2001258, TBB L1131 ICMPY6 Echo reguest
G 3.698970 2001:238:f88:b::31 2001:238:Ff88:b::30 ICMPY S Echo reply

10 18. 016823 fed80::280:c8ff:fecl:l FFo2::9 RIPNQ wersion 1 Response

11 25.008355% fe80::280:c8ff:fech:l ffo2::5 RIPNg wersion 1 Response

aadaaaa

EHFrame 2 (114 bytes on wire, 114 bytes captured) (5
B Ethernet II, Src: 00:e0:18:ea:T7:2e, Dst: 00:20:9C:08:e8:7f
H Internet Protocol, sSrc addr: 140.113.131.23 (140.113.131.23), Dst adde: 140.113.87.100 (140.113.87.100)
B Internet Protocol Version &

version: &

Traftic class: Bxod

Flowlabel: 0x0Q000

Payload length: 40

Mext header: ICMPwE (Ox3al

Ho w328

source address: 2001:238:f88:b::30

tination address: 2001:238:f88:b::

HInternet contro B55dge P =
= =
Qo000 00 20 9C 08 2B Ff 00 20 18 ea 7 2e 08 00 45 00 i ATERRE RS E.
DOLD 00 e 83 1h 00 00 80 29 £1 TE Bt vl 83 17 8 71 B R TN
D020 57 6 B0 00 00 00 00 28 3Ja BO 20 01 02 38 Or BB Wl et s el
LOZ0 OO Ob 00 DO DD D0 00 00 L0 30 20 00 02 IBOT 88 ot o P
OG0 O O 00 O O 0D 00 00 00D 31 80 00 T PO B L aaaaaaa il P .

Filter: j Reset| Apply IFHEZ <capture> Drops: 0




|Pv4 Compatible Tunnel (RFC 2893)

Dual-Stack Dual-Stack
Router Router
yﬁ—\ Pv4 yﬁ—\
IPv4: 211.73.68.254 IPv4: 140.110.199.250
IPv6: ::211.73.68.254 IPv6: ::140.110.199.250

 |Pv4-compatible addresses are easy way to
autotunnel, but it:

— May be deprecated soon
— Consumes | Pv4 addresses

10



6t04 Tunnel 2002:8C6E:C7FA:2::5

2002:83F3:812C:1::3 6to4 6to4
Routerl Router2
EoL - — —o—bvd = IPv6

twork

| ~ ~ Network |/
©131.243.129.44 \\)140.110.199.250
Network prefix:

2002:83F3:812C::/48

Network prefix:

2002:8C6E:C7FA::/48
A

Data Data Data




6to4 Tunnel
6to4 6to4 Dl
gm e Rp ut_erl bua RC/)}JV’[ELZ

Network ~ ~ Network
. 131.243.129.44 140.110.199.250

2002:83F3:812C::/48 2002:8C6E:C7FA::/48
rout er 2#
interf Et h to0

6to4 Tunnel: Iinpe;dz(r::ss 125??10. 199. 250 255. 255. 255. 0

. | pv6 address 2002: 8C6E: C7FA: 1: :/ 64 eui - 64
— Is an automatic tunnel method T e —

— Gives a prefix to the attached IPv6 network no i p address
I pv6 unnunbered EthernetO

— 2002::/16 assigned to 6to4 tunnel source Ethernet0

— Requires one global IPv4 address on each site tunnel node i pv6ip 6to4

I pv6 route 2002::/16 Tunnel O

12



o6to4 Tunnea 1n Windows XP

e 6to4 Tunnd Isenabled in Windows XP by
default.

c CAWINDOWE \system 32cmd _exe - netsh
C:srnetsh

zhow address interface=3

[unneling Pseudo—Interface

2082:8c71:8317::8c71:8317
fH1

netzsh interface ipuvbl




Network Address Trandator

Computer A
IP: 10.0.0.1 |P: 200.200.200.200
Port: 80 Port: 10080
| NAT |, ,
Computer B / IP: 200.200.200.200
IP: 10.0.0.2 Port: 20080
Port: 80
Public NIC
DHCP Client Mapping Table
PPPOE Client 10.0.0.1:80 <-> 10080
10.0.0.2:80 <-> 20080
DHCP Server
Private NIC

Public
Internet

14



|Pv6 tunneling problem

|t does not work when the IPv4 address is not globally
routable

B4 is a private address!

[ @
N Qmﬂ

- 6to4 IPv4 D4 6to4 E6 IPv6
host router router B4 Relay A6 host
0S Address translation router
Src: A6 Src: B4 Src: N4 Src: N4 Src: A6
Dest: E6 Dest: D4 Dest: D4 Dest: D4 Dest: E6| . .
A to B: _ _ ] IPv6
IPV6 Src: A6 Src: A6 Src: A6 data
data Dest: E6 Dest: E6 Dest: E6
B to C: IPv4 Cto D: IPv4
(encapsulating IPv6) data data data (encapsulating IPv6)

A v6 IP: 2002:A00:1:1::3/48 (A6) E v6 IP: 2001:238:f88:4::2/64 (E6)  NAT address: 140.113.131]574 (N4)
B v6 IP: 2002:A00:1:1::1/48 (B6) D v6 IP: 2001:238:f88:4::1/64 (D6)
B v4 IP: 10.0.0.1 (B4) D v4 IP: 140.114.1.254 (D4)



|Pv6 Tunneling Problem [1/2]

2002:A00:1:1::3

> 6to4 INAI_\/ . 6to4
Routerl 5 Router2

IPv4 ——

140.113.131.74

10.0.0.1 _
Network prefix: Network prefix:
2002:A00:1::/48 2002:8C77:D1FA::/48

IPv6
twork

//\’7\ —
Lo

Data

Data | Data Data

e




|Pv6 Tunneling Problem [2/2]

2002:A00:1:1::3

@ 6to4 NA 6104 «
— Routerl SF Router2
A IPV6 o |PV4 - =

140. 113 131.74

10.0.0.1 140.119.209.250
Network prefix: Network prefix:
2002:A00:1::/48 2002 8C77:D1FA::/48
Connection can't
be established! _
IPv6 DEST IPv6 DEST
2002:A00:1:1::3 2002:A00:1:1::3

Data Data

L1




Teredo Service
(RFC 4380)

* Allow hosts behind NAT to access |Pv6
without modifying NAT. It contains three

basic components:

— Teredo Client

e anode wants to gain access to the |Pv6 Internet.
— Teredo Server

 helper to provide IPv6 connectivity to Teredo clients.
— Teredo Relay

e an IPvo6 router that can receive traffic from IPv6
realm to Teredo clients and vice versa.

18



Teredo service

 To alow hosts behind NAT to access | Pv6,
without modifying NAT.

— Teredo is not along term solution

— If NAT also supports | Pv6 routing, the problem
of NAT traversal will disappear.

19



Teredo definitions

Teredo client
— A node wants to gain access to the IPv6 Internet.

Teredo server
— helper to provide IPv6 connectivity to Teredo clients.

Teredo relay

— An IPv6 router that can recelve traffic destined to Teredo clients
and forward it to Teredo client.

Teredo bubble

— minimal 1Pv6 packet, made of an IPv6 header and null payload, no
Next Header.

Teredo service
— The transmission of |Pv6 packets over UDP.

20



Operation mode

e A client has pre-configured
server location.

e A client gets IPv6 prefix from

Teredo Teredo the Teredo server.
T relay « Teredo server is stateless.
Tuﬁel Traffic goes directly between
Teredo 1Pv6 prefix? the relay router and the client.

eredo IPV6 prefix,® 1€redo Relay announces
our mapped address eachability of Teredo prefix
on IPv6 realm.

IPv4 _  Relay and Client maintain
peer list to avoid sending
——— Teredo message too often.

client 21




Teredo Operation Mode

* Teredo Client getsits Teredo |Pv6 address
from Teredo Server.

 Use Teredo Relay asrelay router.

Teredo
Client

—

NAT

[

3

ke
. IPv4

Teredo

= Server

UDP tunn€
Teredo
Rela
Tunneling packet y
|Pv4 UDP Teredo | IPv6 packet
Header | Header | Header

IPv6 IPv6
Network Host

|

22



Teredo address encoding

0 32 64 80 96 127
Prefix Server IPv4  |Flags [Port |Client IPv4

Prefix: the 32 bit Teredo service prefix.
— 2001:0000::/32
Server 1Pv4. the |IPv4 address of a Teredo server.
Flags: aset of 16 bits that document type of address and NAT.
— 16 bits flag: “C00000UG00000000"
— C=1if NAT iscone.
— UG should set to “00”.
Port: the obfuscated "mapped UDP port" of the client
Client 1Pv4: the obfuscated "mapped IPv4 address’ of aclient

Obfuscated: XOR every bits in the field with 1, prevent over-genius NAT’s trag\sslation.



Obtaining an address(1/2)

Teredo
server

1.2.3.4

.0.0.1:4096

Teredo client sends a

UDPV4 tunneled |Pv6
Router Solicitation to the
Teredo server.

Teredo server replies

UDPV4 tunneled 1Pv6
Router Advertisement
with origin indication.

10.0.0.1
IPv4 UDP | IPv6 RS
|Pv4 UDP | Originindication | IPv6 RA
10.0.0.2:1234 | reredo 000 | 0x00 | mapped port#

client

Origin indication
format

mapped |Pv4 address




Obtaining an address(2/2)

o Client get mapped address/port from origin indication
— Mapped address: 9.0.0.1:4096
— Already known server |P: 1.2.3.4

o Generated Teredo IPv6 address
— Prefix: 2001:0000::/32
— Server: 0x0102:0304 (Teredo server IP address: 1.2.3.4)
— Flags: 0x8000 (cone NAT)
— Obfuscated Port: OXEFFF (=0xFFFF®4096)
— Obfuscated Address: OxF6FF:FFFE (=0xFFFF:FFFF® 9.0.0.1)
— Teredo IPv6 Address. 2001:0000:102:304:8000:EFFF.F6FF:FFFE

 Must keep alive address mapping on NAT

— Default refresh interval: 30 seconds.
25



Packet from Teredo node to |Pv6
node (1/3)

2000::B e A does not know which relay
IPv6 :
will be chosen by B.
Teredo Teredo * A sends|CMPv6 “echo
Serg/er Relay request” toward B.
- R
e Sforwards “echo request” to
1.2.3.4:3544 pya  A5.6.7.8:3544 e -
9.0.0.1:4096
NA
10.0.0.1 IPv6 IPv6
Src. Dest. Src. dest.
IPv4 10.0.0.2:1234 1.2.3.4:3544 PREF:102:304::E | 2000::B
FFF:F6FF:FFFE
Teredo PREF:102:304::E | 2000::B
10.0.0.2:1234 | client FFF:F6FF:FFFE
A PREF:102:304:.EFFF:F6FF:FFFE




Packet from Teredo node to |Pv6
node (2/3)

IPVE G 000::B

IPv4

10.0.0.2:1234

N

S — o

P
1.2.3.4:3544 v

/\

R

5.6.7.8:3544

9.0.0.1:4096

10.0.0.1

* B sendsthe “echo reply”
back to Teredo Client.

e ThelPv6 packet will be
gueued by Teredo Relay.

e If Teredo Client isbehind a
restricted NAT, abubble
must be sent to Teredo

Server.
IPv6 IPv6
Src. dest.

2000::B PREF:102:304::
EFFF.F6FF.FFF
E

27
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Packet from Teredo node to |Pv6
node (3/3)

IPV6 0B * R sends the queued
“echo reply” to A.
s | I R A knows B can be
1.2.3.4:3544 IPv4 5.6.7.8:3544 reached through address
5.6.7.8:3544.
9.0.0.1:4096 _
NAT o A will send all further

—4.10.0.0.1 packets directly through
@ R.

Teredo Client

10.0.0.2:1234 A 28
PREF:102:304::EFFF:F6FF:FFFE




Tria of Teredoin NCTU

Teredo
Cllent

IPv4
Network

Teredo =
Client |

' wﬁ Teredo
Relay

29



Teredo Tunnel [1/2]

2001:0000:8C71:8337:80

140,113.131.55 0 a0 1 o1 ..
00:234B:738E: 7CBEIAT Tereda 2001:238{F88:131::7
192.168.1.309 Server B
-1033

Tcelredo 140.113.131.74  Teredo g
lent
Relay 140.113.131.2

Data

Teredo Header Teredo Header

30

Data Data




Teredo Tunnel [2/2]

2001:0000:8C71:8337:8
000:234B:738E: 7CRS 140-1131-55 Pv6, 2001:238:F88:131::7

1033

Teredo

A _ S
| 140.118.131.74  Teredo Wa
Client

Relay 140.113.131.2

Data

e ——

31
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Protocol Decoder in Ethereal

@ teredo cap - Ethereal = =10] x|
File Edit Capture Display Tools Help |
Mo. . |Time |Source Destination Pratocol | Info =
8 49,6 3ffe:831f icf2ered420: 2001:238:f88:131: ICMPvE Echo regquest —
@ 3.0 200k 258 :THEI1s0:200 ATT@IBsITICT A8 84 TOMPYE  EChi TreEply
10 50.0 3ffe:831f:cf2e:ed20: 2001:238: FBB 131 ICMPvE Echo reguest /!
EHFrame 9 (94 bytes on wire, 94 bytes capturedj [
E Ethernet II, src: 00:90:cc:4f:d0:80, Dst: 08:00:46:47:1f:ad
H Internet Prutucn1, sr¢ addr: 210.242.96.200 (210.242.96.200), Dst Addr: 162.168.1.106
E user Datagram Protocol, Src Port: 1033 (1033), Dst Port: 3544 (3544)
TEREDD simple encapsulation
B Internet Protocol wversion 6
version: 6
Traffic class: 0Ox00
Flowlabel: Ox00000
Payload length: 12
Mext header: ICMPvE (0Ox3a)
Hop Timit: 5B
Source address: 2001:238:f88:131:200:b4ff:fe70:6al5
Destination address: 3ffe:831f:ictle:ed20:8000:234b738e:7chs ) = 140.113.131.74
EInternet Control Message Protocol vé
Port: 56500 ~
|~
0000 08 00 46 47 1T ad 00 90 cc 4T dO 80 08 00 45 00
DO10 D0 50 86 60 00 DO 76 11 <8 B3 o2 T2 &0 ¢8 0 a8
0070 01 6d Od4 O O Jd8 OO 3¢ 5d o4 40 00 00 00 00 O
Qo030 Ea Ea ED 01 DE EE of 88 Dl 31 02 o0Q b4 T fe 70
Q00 T er 2e B0 00 4b 73 Be

Filter: | _—"'I Reset| Apply|| File: tereda.cap




Conclusions

* Tunneling isauseful technique to establish
connectivity between IPv6 sites even though they
don’'t have direct links between each other.

e Many usersget private |Pv4 address from their
service providers, such as WLAN and GPRS.
These users have difficulty in creating |Pv6
tunnels.

 Beforeall NAT devices can be upgraded to
support IPv6, Teredo serviceis useful for ISPsto
provide | Pv6 access to their users behind NAT.
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