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NAT Traversal

B \WhereisNAT

B \What iISNAT

B Typesof NAT

B NAT Problems

B NAT Solutions

B Program Download
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What iIsNAT

B NAT - Network Address Trandlation
® RFC 3022 - Traditional IP Network Address Trandator (Traditional NAT)
® RFC 1918 - Address Allocation for Private I nternets (BCP 5)
@ RFC 2993 - Architectural Implications of NAT

® RFC 3027 - Protocol Complications with the IP Network Address
Trandator

® RFC 3235 - Network Address Trandlator (NAT)-Friendly Application
Design Guidelines

B Convert Network Address (and Port) between private and public
realm

m Workson IP layer
B Transparent for Application
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NAT Schematic

IP: 202.123.211.25
Port: 10080

<
<«

IP: 202.123.211.25
Port: 20080
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Typesof NAT

m Full Cone

B Restricted Cone

B Port Restricted Cone
B Symmetric



N
B H BT ©
Na@@&mz; 802.16 IP Telephony Lab % ‘
| C

Full Cone NAT

B Client send a packet to public address A.

B NAT allocate apublic port (12345) for private port (21) on
the client.

B Any incoming packet (from A or B) to public port (12345)
will dispatch to private port (21) on the client.

IP: 202.123.211.25
Port: 12345




INationallChi/NanyUn i crsity,

Restricted Cone NAT (1/2)

S
B3 2 H 802.16 IP Telephony Labﬁ
C

B Client send a packet to public address A.

B NAT allocate apublic port (12345) for private port (21) on
the client.

m Only incoming packet from A to public port (12345) will
dispatch to private port (21) on the client.

IP: 202.123.211.25
Port: 12345
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Restricted Cone NAT (2/2)
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B Client send another packet to public address B.

B NAT will reuse allocated public port (12345) for private port
(21) on theclient.

B Incoming packet from B to public port (12345) will now
dispatch to private port (21) on the client.

IP: 202.123.211.25
Port: 12345
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Port Restricted Cone NAT

B Client send a packet to public address A port 20202.

B NAT will allocate a public port (12345) for private port (21)
on the client.

B Only incoming packet from address A and port 20202 to
public port (12345) will dispatch to private port (21) on the
client.

IP: 202.123.211.25
-A | T

10
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Symmetric NAT

B NAT allocate a public port each time the client send a packet to different public
address and port

B Only incoming packet from the original mapped public address and port will
dispatch to private port on client

IP: 202.123.211.25
Port: 12345

IP: 202.123.211.25
Port: 45678

11
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VolP Protocol and NAT

B NAT convert |P addresseson | P layer

H Problem 1:

® S|P, H.323, Megaco and MGCP are application
layer protocol but contain |P address/port info In
messages, which is not translated by NAT

H Problem 2

@ Private client must send a outgoing packet first (to
create amapping on NAT) to receive incoming
packet

12
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UAL: UA behind NAT.

UAZ2: SIP device outside NAT.

Call Server: SIP-expressrouter 0.8.12.
NAT: Linux Fedora Core 2.

Packet Capturer: Ethereal-0.9.15.

Call Server
— I NCNU-SIP.ipv6.club.tw

0944021404

[T
R

UA1

=

0944021021
UAZ2

Ethereal 13



'
_ ! ationall@ht Nanyl

802.16 IP Telephony Lab%E
c

B Due to private address, the Via header and
Contact address in SIP messages sent by UA1
are incorrect.

@ \Vith incorrect Via header, responses of messages
sent by UA1 cannot be routed back.

@ \Vith incorrect Contact addressin REGISTER
messages, call server cannot inform UA1 the
Incoming calls.

< UA1 can only act as acalling party.

14
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"~ Incorrect REGISTER M essage

ﬁ The Ethereal Network Analvzer

File Edit Capture Display Tools Help ‘
|‘Snurce Destination Frotocol |Info 1
2 T i e e Reguest: REGISTER s1p:140.113.151. 7: 5060
192.168.1.102 140 1153.1531. 7 IR Request: REGISTER sip:140.113.131.7:5060
192.168.1.102 140.113.131.7 =IP Request: REGISTER s1p:140.113.131.7:5080
192.168.1.102 140.113.131.7 SIP Request: REGISTER sip:140.113.131.7:5060
192.168.1.102 140.113.131.7 SIP Request: REGISTER sip:140.113.131.7:5080
f~ ]
B Frame 1 (400 bytes on wire, 400 bytes captured) [

H Ethernet II, Src: 00:0c:6e:49:1b:d4a, Dst: 00:90:cc:df:do:80
H Internet Protocol, Src adde: 192.168.1.102 (192.168.1.1020, Dst adde: 140.113.131.7 (140,
E User Datagram Protocol, Src Port: 5060 (506070, Dst Port: 50860 (50600
B session Initiation Protocol
Request Tine: REGISTER s1p:140.113.131.7:5080 SIPS2.0
Method: RESISTER
E Mes=sage Header

Call-ID:6378688383-01ES-1L = CPE1LEBTRITOMN
CDﬂtaCt:Sﬁp:930?@?3Eigiégfiégéftig§%§§§§::>
Content—Lengrtn:o
C5efqisd RESISTER
Expires:3600
From: 980707321 <5 p:980707321@140.113.131. F: 5080

To:sip:2E0707321@140 SIS,

YiaisSIPS2 . 0 UppC 152, 168 1. 102 50602

Pranch=z9hc4bk9as8c28T458e0e2312a377h8hbelScekbls

7
II-“;I aaaaaaa J .-P-
oo20 B3 07 15 4 15 <4 01 62 85 ec 52 45 47 49 55 K4 L ... N ..REGIST Y
o030 45 52 20 ¥3 69 YO 3a 31 34 30 2e 31 31 33 Ze 31 ER s7p:1l 40.115.1 |1
0040 33 31 Ze 3F¥ 3a 35 30 36 30 20 53 49 50 2f 32 2e 31.7:506 O s1IP/S2.
Qo050 30 0d 0a 43 6l 6c §C 2d 49 44 3a 3§ 33 3? 38 36 0..Call- ID:63784
0060 38 38 38 2d 44 31 42 35 2d 31 32 37 888-D1ED —1277-F8 K

Filter:“ _,-"J F-!eset| Apply ] =live capture in progress=




[ R L2 oA S S 802.16 IP Telephony Lab §
C

i 4 7]‘\1(1['1011&1 Ehi Nan LJJ

The Problem (2/2)

B \When UA1 Initiate acall, the connection
Information for media establishment in SDP are
al so Incorrect.

® UA2 gets aprivate peer address, the RTP packets
from UA2 cannot be routed to UAL.

® Media can only be sent from UA1 to UA2.

16
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Incorrect Fieldsin SDP of INVITE Message

EFrame & (900 bytes on wire, 900 bytes captured)
H Ethernet II, Src: 00:0cC:fe:4%9:1b:da, Dst: Q0:90:cc:4f:cd0: 80
HInternet Protocol, Sre addr: 192.1658.1.102 (1%92.168.1.1020, Dst addr: 140.113.131.7

User Datadqram Protocol, Src Port: 5060 (5060), Dst Port: 5060 (5060)
M session Initiation Protocol
E ses=z1on Description Protocol
Session Description Protocol wversion (w): 0
B owner /Creator, Session Id {o): 980707321 1086859 108685% I IP4 192.168.1.102
Session Mame (s): Session SDP
Hconnection Information (c): IMW IP4 192.168.1.102
E Time Description, active Time (T): U O
EmMedia Description, name and address (m): audio 9000 RTPSAVP O 8 3 4 18
EmMedia attribute (a): rtpmap:0 PCMUB000,1
HmMedia attribute (a): ptime:20
Emeadia attribute Ca): rtpmap:8 PCMASB000/1
HmMedia attribute (a): ptime:20
Emedia attribute (a): rtpmap:3 GSMB000,1
HmMedia attribute (a): ptime:20
EmMedia attribute (a): rtpmap:4 GF23/8000,1
Emadia attribute (a): ptime:20
EmMedia attribute (a): rtpmap:l8 G729/80001
Emedia attribute (a): ptime:20
EmMedia Description, name and address (m): wideo 9002 RTP/AVP 34 96
EmMedia attribute (a): rtpmap:34 H263/90000,72
Emeadia attribute (a): ptime:30
EmMedia attribute (a): rtpmap:96 MPEGS Q00002
Emedia attribute (a): ptime:30

17
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Solving NAT Traversal Problems

B Target:
@ Discover mapped public IP & port for private |P & port
@ Use mapped public IP & port in application layer message
@ Keep this mapping valid
B Timing Issue
® NAT will automatically allocate a public port for a private address & port
If need.

® NAT will release the mapping if the public port is“idle”
<= No TCP connection on the port
<= No UDP traffic on the port for a period (45 sec ~5 min)

@ Keep a TCP connection to target
® Send UDP packet to target every specified interval

18
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NAT Solutions

B |Pv6 (Internet Protocol Version 6)
m UPnP (Universal Plug-and-Play)
® UPnP Forum - http://www.upnp.org/
m VPN (Virtua Private Network)
B Proprietary protocol by NAT/Firewall
® SIP ALG (Application Level Gateway)
@ No standard now. Not applicable for existing NATS.
B SIP extensions for NAT traversal
® RFC 3581 - rport
® Works for SIP only, can not help RTP to pass through NAT
B STUN (Simple Traversal of UDP Through Network Address Trandators)
® RFC 3489
@ Works except symmetric NAT
B TURN (Traversal Using Relay NAT)
@ draft-rosenberg-midcom-turn-08
@ for symmetric NAT

19
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UPNnP — Universal Plug-and-Play

20



NAT Traversal with UPnP
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m Eity
® (i NAT PRI e E) RE S Y T FHEY Public IP ZHEE A
m fik

® % NAT Device R Ed NAT AR fE FHFE =0, AR &G
® EF NAT Device £5— UPnP Device (IGD)
< |GD -- Internet Gateway Device

21



iﬁ:ﬁ:mﬁ

. National{Chi NanjEniversity,

NAT MR 4R

802.16 IP Telephony Lab%E
c

SRC10.0.0.2 port 1025 —= SRC 157.55.1.10 port 2000 -

1000.0.2

All clientsare mapped to use
the 157.55.1.10 external IP address
with various ports

NAT Device

Internet

157.55.1.10

22



UPnP | GD

m LD NUPHP Ijhg
® [\15 public IP {7k
® HU{3H{A port mapping
® Hrig/flR port mapping
® f5E mapping HY{FAERF[H]

802.16 IP Telephony Labﬁ
c

23
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H UPNP BSALHEE A

B NAT AFE#a R UPnP Control Message g%l 1GD & jj1—
Port Mapping

m il
® AMg(irhk: 192.168.0.14
® ik port 10001 [-E UDP 4y,
® 7 SHHESE IGD Hrid— port mapping

24



La_ﬁthmg'»

¢ Hational/€hi' Naniiniversity

802.16 IP Telephony Lab%E
c

|GD Control Message

POST //upnphost/udhisapi .dll?control=uuid:c3038e95-eal88-4d5¢-98ff-3ad68f 7aaa32+urn:upnp-org:servicel d:WANI PConnl
HTTP/1.1

Hogt: 192.168.0.1:2869

Content-Length: 734

Content-Type: text/xml; charset="utf-8"

SOAPAction: "urn:schemas-upnp-org:service: WA NI PConnection: 1#AddPortM apping"

<SOAP-ENV:Envelope
xmins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/”
SOAP-ENV :encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<SOAP-ENV:Body>
<u:AddPortMapping xmins.u="urn:schemas-upnp-org:service: WANIPConnection:1">
<NewRemoteHost></NewRemoteHos>
<NewExternal Port>17769</NewExternal Port>
<NewProtocol>UDP</NewProtocol>
<NewI nternal Port>10001</Newl nternalPort>
<NewInternal Client>192.168.0.146</Newl nternal Client>
<NewEnabled>1</NewEnabled>
<NewPortMappingDescription>s2EAY p (192.168.0.146:10001) 17769 UDP</NewPortMappingDescription>
<NewL easeDuration>0</NewL easeDuration>
</u:AddPortMapping>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

25
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Current Defects of UPNnP

W | i e AR R R[] E
® Aging [r]H
=12 \T H{TiEER port mapping
® L [u]E
= UPnP iy AR fe el il
® Multi-level NAT
=NAT A ZEE HREFHET— gy 1P A7k

26
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Simple Traversal of UDP Through
Network Address Translators
(STUN)

27
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STUN (RFC 3489)

B A mechanism for a socket behind NAT(S) to get its mapped
(IP,port) on Internet.

B Check whether UA isbehind NAT.
@ |f not true, the STUN mechanism is not applied.
m \When new socket Is created, use this socket to request its
mapped (1P,port) from STUN server.

® Theresponse IP isstored in a string buffer.
® The response port is saved in atable, using source port as key.

m When UA wants to stuff local |P or port in a message, it will
first look up mapped IP or port in the table.

802.16 IP Telephony Lab%E
c

28
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STUN Server

B Allow clientsto discover if it isbehind aNAT, what type of NAT itis, and
the public address & port NAT will use.

B Very Simple Protocol, Easy to implement, Little load

Client want receive Send a query to STUN STUN Server receive packet from
packet at port 5060 server from port 5060 202.123.211.25 port 12345

N

IP: 202.123.211.2W

Port: 12345

AN

STUN Server send a response packet to
client. Tell him his public address is
202.123.211.25 port 12345

»
»

<
<

29
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Use STUN for SIP Registration

B Use port 5060 to send a packet to STUN Server
B Recelve public address & port mapped to client:5060 from STUN Server

m Fill the SIP register message with client’s public address & port, send to
proxy server

IP: 202.123.211.25
Port: 12345

>
<l

)

REGISTER sip:222.111.33.1 SIP/2.0

Via: SIP/2.0/UDP 202.123.211.25:12345

From: Wang <sip:Wang@140.128.10.129:5060>
To: Wang <sip:Wang@140.128.10.129:5060>

Contact: Wang <sip:Wang@202.123.211.25:12345>

30
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Corrected SIP Message

{&) The Ethereal Network Analvzer |T|@®
File Edit Capture Digplay Tools Help |
Mo . Time: Source Destination F'rn:ut-:u:n:ul Info
1 0.000000 192.168.1.102 140.113.131.7 SIP Request: REGISTER sip
2 0.0050%94 140.115.131.7 192 . 1a8.1.102 SIF Status: 200 Ok
B T =
HFrame 1 (434 bytes on wire, 434 bwtes captured) | {2
HEthernet II, Src: 00:0cC:6Ge:49:1b:d4a, Dst: 00:90:cc:4f:d0:80
HInternet Protocol, sre addr: 192.165.1.102 (192.163.1.1027, Dst addr: 140.113.131.7 (140,
E User Datagram Protocol, Src Port: 50680 (506030, Dst Port: 50680 (508600
H session Initiation Protocol
Request Tine: REGISTER sip:l40.113.131.7:5060 SIPS2.0
Method: RESISTER
E Message Header
Call—-ID:637873587-D01B9-1 277 —F890-1EB37273CFELGTRITON
ContAct is1p 980707321814 0.113.131.72:56540
Content-Length:o
ZSeq:d RESISTER
Expires:3600
From:980707321<sip:i9807073218140.1135.131. 7:5060
To:sip:980707321@140.113.131. 7: 5060
User—agent 1CCL_SIP_SOFTPHORE
ViaisSIPA2.0U0F 140.113.131.72:56540; branch=z2%hG4bkediecdibed3edd odd 5480462252313 58 |
i
| | | =
Q0a0 o0 90 cc 4fF do 80 00 Oc Ge 49 1b 4a 03 00 45 00 e AL 3Bl &
Q010 01 a4 185 48 00 00 80 11 4f Fa <0 as 01l 668 3c FL sraa Fe s e fraae] =
Q020 83 0F 13 <4 132 <4 01 S0 ce 8d 52 45 47 49 53 540 L. .. ... . .REGIST
QO30 45 52 20 T3 B9 FO 2a 31 24 30 Ze 31 31 33 EE 31 ER sip:l 40.115.1
O040 33 31 Ze 37 3a 35 30 380 30 20 53 4% 31.7:506 0 STIPA2. £

I Filter:“ _f'j Resetl Apply" =live capture in prograss=
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Use STUN for RTP

B Send two STUN queries from RTP port (9000 & 9002) to
STUN Server

B Use replied public address & port in SDP

IP: 140.113.131.72
Port: 56539
rt: 56541

—

INVITE ...

Content-Type: application/sdp

c=IN IP4 140.113.131.72
m=audio 56539 RTP/AVP 0 8 3 18
m=video 56541 RTP/AVP 34 96

32
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{8 The Ethereal Network Analyzer g@g]
File Edit Capture Display Tools Help
Mo, - Time Source IDestinatinn ]F'rc:tnu:c:l Jlnfn -
1 0.000000 162.168.1.102 140.1713.131.2 STUM Message BEinding Request
2 0.016250 140.113.131.2 1%2.165.1.102 STUN Message Binding Response
3 0.018516 152.1658.1.102 140.113.131.2 STUN Message Einding Request
4 0.034?25 140, 113.131.2 152, 168 1.102 STUR = Doty
0 g o5, ] iE 140, 1] A BT SIP, Laguest: INVITE s i
g 0.045496 140 115.131.7 152.168.1.102 SIP status: 100 trying —- your‘ ca'l'l is Amportant 1:|:| us
7 0.057389 140.115.151.7 192.1a8.1.102 SIP Status: 180 Ringing
8 14.746387 192.168.1.100 192.168,.1.255 EROWSEl Domainsworkgroup announcement WOWNTEL, NT workstation, [iF
= I -
B Frame 5 (961 bytes on wire, 961 bytes captured) £
HEthernet II, Src: 00:0c:Ge:4%9:1b:4a, Dst: 00:90:cc:4f:d0:B0
HInternet Protocol, Sre addr: 192.168.1.102 (192.168.1.1020, Dst Addr: 140.113.131.7 (140.113.131.72
E User Datagram Protocol, Src Port: 5060 (50607, Dst Port: 5060 (50607
M Session Initiation Protocol
B session Description Protocol
Session Description Protocol wWersion (w): O
H owher Creator, sSession Id (o): 980707321 1694562 1694562 IM IP4 140.113.131.72
session Mame £s5): Session SODP
H Connection Information (cl: IW IP4 140.113.131.72
Bandwid ntormation (bJ: CT:1000
B Time Description, active Time (tl: 0 O
B media pescription, name and address (m): audio 56539 RTR/AWP O 8 3 4 18
EmMedia attribute fa): rtpmap:0 PCMUSS000
HmMadia attribute (a): ptime:z20
EmMedia attribute (a): rtpmap:8 PCMASE000.1
B mMedia attribute (a): ptime:2o
HBmedia attribute (a): rtpmap:3 GsSM/ 8000,
B mMedia attribute (a): ptime:z20
HmMedia attribute (a): rtpmap:d GF23,/8000,1
EmMedia attribute (a): ptime:2o0
Bmedia attribute fa): rtpmap:l8 G7F29/5000,/1 £
HMedia attribute (a): ptime:z20
B mMeadia Description, name and address (m): wideo 56541 RTP/AVP 34 96
EmMedia attribute (a): rtpmap:34 HZ63 /9000 ;
I I
Q000 00 90 cc 4f dO B0 00 OC de 49 1b 4a 08 00 45 00 i SRS, 1 [ T e o fii
o010 03 h3 18 FFf 00 00 80 11 4d 34 <O as 0l 66 8c 71 mMa...f.g =
Q020 83 07 13 <4 13 <4 03 of 7c 69 40 4e 56 40 54 45 L ....... | iIMNVITE
Q030 20 F3 69 70 3a 39 38 30 37 30 37 33 32 35 40 31 sT1p:980 70732561
o040 24 30 Z2e 31 31 23 Ze 31 33 31 Ze 37 20 53 49 50 40.115.1 31.7 SIF £
Filter: .{l Reseti Apply" <live capture in progress>
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Download

m STUN Client

@® A diagnosistool which utilizes STUN mechanism to find out the type of
NAT.

® Download at http://voip.ipv6.club.tw/Download/
® Usage:
s stun-client STUN.ipv6.club.tw

& stun-client -t STUN.ipv6.club.tw
<= stun-client - 5060 STUN.ipv6.club.tw

® Note: Be sureto close any running SIP UA before you run the STUN
client. (why?)
m Many commercial SIP UAs support STUN
@ X-Lite (softphone)
® Snom (hardphone)
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Running STUN Client on a PC

e CAWINDOWS S wstem 3% md _exe

B % v B RS 802.16 IP Telephony Lab %X
c

C:sWinApp “MBENUA >ipconf ig

Windows IFP Configuration

Connection—specific DNS Suffix
IPF Address. - . - . . 172_168.2.1084

Subnet Mask . . . . 255 2552554
Default Gateway . . . 172 _168.2.1

Tunnel adapter Automatic Tunneling Pseudo—Interface:

Connection—specific DNS Suffix
IP Address. - - - - . . . . . felB@::hefe:192_168.2_108:x2

Default Gatewawy . . . . . . . .

C:“\WinfApp“NBENUA >

35
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stun-client STUN.Ipv6.club.tw

e CAWINDOWS S wstem 3% md _exe

stun message:
ChangeRequest: 2

stun message:
ChangeRequest:

stun message:
ChangeRequest:

stun message:
ChangeRequest:

stun message:
ChangeRequest:

stun message:
ChangeRequest:

stun message:
ChangeRequest: 2

G :sWinApp~NBENUA >

Restricted MWat

36
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stun-client -t STUN.Ipv6.club.tw

e CAWINDOWS S wstem 3% md _exe

B % v B RS 802.16 IP Telephony Lab %X
c

= 148.113.131.2:3478
= 148.113.131.55:3479

id=Y:2004:117:51:61:210:82:180:49:236:134:112:138:225:186:182
mappedAddr=148.113.131.79:1533
changedAddr=148.113.131 .55:3479

stun message:
RezponzefAddres=s: 140.113.131_.77:1446
ChangeRequest:- HA

zend msg of len 48 to 148_.113.131_.2:3478
stun message:

RezponzefAddres=s: 140.113.131_.77:1446
ChangeRequest:- HA

zend msg of len 48 to 148_.113.131_.2:3478
stun message:

RezponzefAddres=s: 140.113.131_.77:1446
ChangeRequest:- HA

send msg o . 148.113.131.2:=34/8
Refrezsh time is: 28 seconds

37
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Clients Benind Symmetric NAT

B Provide a Call Server with RTP relay for non-upgradeable IP

phone or Softphone
® The loading for this server would be terribly heavy
Private Address _ Public Address
Domain Symmetric Domain

NAT

L

Call Server with
RTP Relay

0 NAT port
w % RTP
IP Phone B
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Signaling Flow

|P Phone NAT Relay GW
INVITE .
. OK
) OK )
OK

A

e
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W' n2-2 cap - Wireshark =] x|
Eile Edit “iew Go Caplire Anabze Statistics  Help

2 o @ > @ x % 8/Bevso7 s EE Raaf g0®m x| @

Ellte’r:ll ‘;] Expreasiun...] Qlearl ﬁppl\;]

o - |Tnﬂe JSDurce J Crestination DrDMCDIJInm ]-:j
140.,113,1321.117 MJ

8 0.@66048 140 :I_‘LB 7. .14.]1'.11._2_9 DS standard query respunse

5 : i /S0 Reguest: INVITE =7p@: T L =G, T, ¢ w, with sessiar

10 0.072345 TH0. 113 131.117  140.113.131.20 SIP  Status: 100 Trying

11 0. 507641 163.22.18.90 149,113,131, 25 SIPSSh RequesT: IWVITE sip: 5O7FFEL140.113.131. 79, with session descr

12 0. 508602 140.113.131.29 10.10.20.176 SIP Status: 100 Trying

13 1.323571 163.22.18.90 1400113013120 Uop  sSource port: 63108 Destination port: 5060

14 1.5267592 163, 22.18. 50 140.113.131.25 SIP/SD Reguest: INVITE sip:S9777@140.113.131.2%, with session descrs

15 1. 527850 140,115,131, 29 A L0, 20176 IR Status: 100 Trying

16 3. 558278 1563.22.18.90 140,215,131, 28 SIRSSD Request: INVITE Sipi59777@140.113.131. 29, with session descr-

17 3.559447 140,113.131.29 1010, 20,178 SLF Status: 1od Trying

18 §.811319 140,113,131, 117 140.113.131.29 SIF/SD Status: 183 Session Progress, with session description

19 &, 815945 140.113%.131. 29 1E3.22.18. 90 SIP/SD Status: 183 Session Progress, with session description

70 6,827753 163.22.18.90 140.113.131.29 ATCP  Receiver Report

21 6.828368  140.113,131.117  140:113:131.20 RTP  Payload type=ITU-T G.7I1 PCMA, SSRC=116818805, Seq=5412, Tim

22 G.BZ8848 140,113,131, 29 T 10200176 RTFP Fayload Type=ITU-T G.711l PCMA, SSRC=116818805, Seg=5412, Tim:

23 6. 844556 Ta3. 22 18,00 140113 251,29 RTF Fayload type=ITU-T G.711 PCMa, SSRC=903455386, Seq=1042, Tim:

74 6.845443 140.113.131.29 140.113.131.117 RTP Payload type=TTU-T &.711 PCMA, SSRC=003455386, Seq=1042, Timi

25 6, 848030 {IGF=E B bl Bt S B G5 o 3 @ B s R MY RTP Favload .tvn’e-‘—:I]’:L'l—T G071 PCMA, SSRC=11681880%, Seqg=5413, Tim _'j
=s) =T il Lisd __:__j

M Message Header
o Message body

Session Description Protocal version (v):
M owner/Creator, Session Id €o): - 8 2 IW IP4 10.10.20.176
Session Mame (s): <CounterPath ewes

m Connection Information Ccl: IWN(IP4 140.113.131.29

M Time Description, active time (T

@ Media Description, name and address (m): audio 10000 RTP/AVE 107 119 98 8 3 101

M Media Attribute (a): alt:l 2 : tomis+bd oRUt+41+ 169.254.2.2 47316

m Media Attribute (ad: alt:2 1 : o0 0wW]ZAa MMAWATAE 10.10.20.176 47316

M Media attribute (a): fmtp:lol 0-15 :

@ Media attrdhute a3 rtamans107 RW2 S AONN :_J
02f0 d 3 2 -
0300 [FEEE BTN "'j
010
0320 J
0330 :
fate R Mt 2 & Li
jSessmn Descnptmn Frotocol (sdpd, 430 bytes ]F': 3330333 M0 J.;j_
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Wi n2-2 cap - Wireshark

|P Phone B <- Refay™™ %

=81

File Edit “Wiews ©Go Capiure Analyze Siatistice Help
B oW e BEx % 8[R8 « % » 7 [(|EBE &«aaqQaQf @dE x| @
Filter:| ;] Expression...| Clear | applv]
[ (o |Time ISnurce |Destina1inn :'rotncnlllnfn J:j
A9 B, i 400, ] i e i i SIPASD S I i 1 =100 description
30 &, 872674 14&.113 131 20 .163.22 18, 90 RTR Payload type= ITU T G. 711 PCMa, SSRC=116B18805, Seg=5414, Timd _J
31 &6.B873679 163.22.158.90 140,113,131, 29 RTF Fayload Type=ITU-T i&. 711 PCMA, SSRC=9034535386, Seq=1043, Timd
32 5.B74247 140,115,131, 29 140115131117 RTPR Payload Type=ITU-T G.711l PCMA, SSRC=0903455356, Seq=1043, Tim:
35 5.884738 183,22, 18 90 14@.113;131.29 RTCR sendar Report : '
24 5. 885153 =N G - : RTZF Recaivar Report
35 G.BBEZTO 40,113, 131 11? ;113 131 29 F Fayload type=sITU-T G. 71l PCMA, SSRC=118818805, Seq=5415, Tim:
36 5, BERF40 RTP Payload Type=ITU-T G.711 Poma, SSRC=116818805, Seq=5415, Tim:
37 5.905013 RTF Payload type=ITU-T G.711l PCMa, SSRC=4155872097E, Seq=5341, Tir
38 §. 905510 RTR payload type=ITU-T G.711 PoMA, SSRC=41558728978, seg=5341, Tir
35 8, 508392 ; : : T, RTP Fayload type=ITU-T G, 711 PCMa, SSRC=118818805, seg=541a, Time
40 &, B0BBSE3 140,115,132, 259 e 18 90 RTE Payload type=ITU-T G.711 PCMA, SSRC=118B18805, Seq=5416, Tim:
41 8, 528360 140.113.131.117 140,113,131, 2% RTR Payload Type=ITU-T &. 711 PCMA, SSRC=116818B05, Seq=5417, Time
42 &, 328867 140.113.131.29 163.27.18, 90 RTE  Payload type=ITU-T G.711 PCMA, SSRC=116818805, Sag=5417, Tim
45 5. 948327 0 L 0 o B P el B B 140.113.1351. 259 RTP Fayload Type=ITU-T &. 711 PCMA, SSRC=116818B05, Seq=5418, Tim¢
44 5. 948875 140,115,131, 2% 16322, 1850 RTF Payload Type=ITU-T G.711 PcCMA, SSRC=116818805, Seq=5418, Tim:
45 6. 965992 163.22.18.80 140,175,131 .25 RTP Payload Type=ITU-T &G, 711 PCMA, SSRC=415587297E, Seq=5342, Tir
AE A SQRARLR B i o el e e 1 3 57 1 e P et B (g ) A oTE pavdlmad TanmesTTIHI-T =711 BrmMa SSpr=4158R7I07R San=5242 Tir LJ

M
LL

H

£
H
H
i
H

[ via:sIP 2.0 0P
5 Message body
= Session pDescription Protocol

10.10.20.1?6:63106;rpurt=63106;received=163.22.18.90;branch=29hG4bK—d8?543—da4b2a4fd26d904a—1——d8?543uij

Session Description Protocol version (w): O
owher //Creatar,

Session Mame (s): SIP Call
connection Information (<)
Time Description, active Tifme(L]):
mMmedia Description, name and address
Media Attribute (a): rtpmap:8 PCMALSB000

media Attribute (a): rtpmap:lol telephone-event 8000
@ Meadia artrdibute Fat s Fmins1l =15

Session Id (o): CiscoSystemsSIP-Gw-Userigent 7478 B544 IN IP4 140.1132.131.117

IN IP4 140.113.151.29

audio 10002 RTPASAVP 8 101

[

4] | *]
0000 00 Oe 38 ad c2 00 00 14 22 09 4 d0 08 00 45 00 P dtaanata E. -
0010 03 83 Oc 8c 40 00 40 11 &5 df 8c 71 83 1d a3 16 ....@.@. B B e

00z0 12 5a 13 <4 fa 82 03 6fF cd b 53 49 50 2f 32 22 .Z..... o ..SIP/2.

0030 30 20 32 30 30 20 4f 4b  0d 0a 41 &c &c &6fF 77 3a 0 200 0K ..AHDW:

0040 49 4e 56 49 54 45 2c 41 43 4bh 2c 4f 50 54 49 4f INWITE, A CK,QFTIO j
aTaR-Nal Am EZ T3~ A7 Efn AE T~ A7 A Arm A2 AE A~ D= Af A~ T Wl v AR T hi

1Fi|e: WS oOrseWolPinZ-2 cap” 86 KB 00:00:08 ]F': 3330 333 M0 ,.;.zf
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Summary

B STUN isagood solution for non-symmetric NAT
@ Suitable for small-scale solution
= Client-side
< Enterprise-server
® Compatible with most NATS
® STUN server is easy to implement and low-cost
m Call Server w/ RTP Relay may be needed, if the users cannot
make sure whether they are behind a symmetric NAT
@ Capacity islimited
@ Centralized server is expensive
< That's why Skype distributed the loading to individual users
B UPnP isapromising solution, but its nature is competing with
| PvO.

@ Peer-to-Peer vs. Gateway/Device model
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