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CHAPTER 1

Introduction

I'J Internet Protocol version 4 (IPv4)£% = FUAffd et (5 {l] fd¥T= - & i > TIETF (Internet
Engineering Task Force)ff{1} +" Internet Protocol version 6 (IPv6){=£% ™ — {{] {* Internet 3]
Ik o FIIPv4 AHIE= > TPv6 &'t E[{pm“ R > ”}}*ﬁ"‘ FeF R IFAUES &) routing £
ﬁ"ﬂ * security %ﬁfﬂﬁl‘j&j‘ QoS (quality of service) LI+ 5 > [N IPv6 ﬁyi'%ﬁﬁv [~ IPv4

E37 ¢ Internet Fpu= i EIWD;TI"‘ g J;Fﬁ“ %{fﬁlﬁil |4 ¥ 1Pv4 £~ > Flfjjf\ﬁ%@?%ﬁﬁlfi
At %‘%[iﬁ?fﬁi—{ﬂ IPv6 A $5 » Y1 71 5| Internet #ﬁéjflld[ *IPV6 o Rl (EHIFES E
FAYTHIRE o B = £ " [0o0F | IPv4 A=t "Rt 2] IPv6 > IETF Ngtrans * [&]

AR 2 i ikt R [RFC2893] > ST ISR [l ot

5ttt Al (Dual-Stack)

ﬁgﬁ%fﬁqf% IPv4 = IPv6 [ fflsp] 715, E(protocol stack) » “JHiERL i Eﬁ Bt A
IPv4 = IPv6 A& EEE= T/ (JHH 1-1) o Dual-Stack o HeE il IPv4 > IPV6 [y
g et i APV APTORESE F R - P 8 TPV i -
I'F??*y %{'ﬁﬂi@?ﬁ%’e} o [ 17ji| router Hy 7% ¥ Cisco ~ Juniper ~ Nortel + Nokia - Hitachi
= Iﬂ ﬁﬁz S 2381 HP ~ IBM ~ Sun ~ Microsoft Windows ~ Linux ~ FreeBSD

=7 {513 ¥ TPv4/IPv6 Dual-Stack o
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%3¢ (Tunneling)
Tunneling /5 IPv6 3 (RS IPv4 ff & fisili(payload) - I'f TPv4 Ff &) praibfiuE]=*
“ IPv4 ,%[ﬁi'%‘,ﬂ I @g(vpﬁaﬂ 1-2) » FIA9 i @1 B AELEIPY IPv6 AfRE (H Fﬁﬂﬁié’rﬁiiﬁ
3] P ATE AR RS IPv6 PO A L e o (NIRRT PRI 2 5]

e | Tunneling fit 3% U1 Configured & Automatic Tunnel (RFC 2893) ~ 6to4 Tunnel

(RFC 3056) ~ Tunnel Broker (RFC 3053)%=™ »

Application
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#EY (Translation)

Translation }H IPv4 Ff ey H1 TPv6 Ff ey Zr AfliEE (Y] q"fqﬁ‘ 1-3) » FIAYE {1 IPVO 1ﬁf} %"H:
ST Y IPVA G 5p] > R TP SRR e Sl P IRE | TPvA SRR AR e

W SRR - | [ﬁ'ﬁﬁﬁﬁ = [ Translation fltyk# | SIT (RFC 2765) ~ NAT-PT (RFC

2766) ~ BIS (RFC 2767) ~ BIA (RFC 3338)% -

Application Application
Transport Transport
IPv4 IPv4 | IPv6 IPv6
L1/L2 | IPvd  [L1/L2 | L1/L2 )  IPv6 _ | L1/L2
Network Network
IPv4 Host Translator IPv6 Host

q%*[' 1-3 ~ Translation

P RO ZHE Y Tunneling Y ﬁf@_ Configured Tunnel [RFC 2893]5%
£L 6to4 Automatic Tunnel [RFC 3056] ~ Tunnel Broker [RFC 3053]<7fit 1% » ISR g o

Tunnel fUF4#i 4 GF5! ff— fff public routable IPvA 7 ii-o SESAFE i % [ U6 1PV6 o

F[”

ﬁip E ]*B[FEJF’? R VAfHE T it NAT [RFC3022] (Network Address Translation > 57 11

NAPT ~NAT/PAT)fY private sfff5 [ 1> #if50% ) Tunneling fo 7 ZVHETH B Ry TPv6 Afff -
ERIFS R N gy TR o BN RIS MST A %F IPv6 Tunnel AV {EH =% NAT [

R BT Configured Tunnel £5 (7] » FifF| NAT % Tunneling IFLF*% HVBYET -

1.1 Example 1: Configured Tunnel for Dual-Stack

q%*[ 1-4 £5{5] » IPv4 “[ﬁ"é‘,ﬂl"ﬁ AT F[ Dual-Stack Hosts A #{1 B » A [V IPv4 i I,



140.113.131.80 > IPv6 i 11H£T 2001:238:F88:210::8 » B fiv IPv4 4% 61.218.105.10 » IPv6

b - 2001:238:F88:210::9 - i+ A AI B I/ [H|7%7: Configured Tunnel [ @ A 7 Tunnel

f f
FUETPURYEE B iV IPv4 i+ -> B P@”{L_ Tunnel fYf TpUESEL A {9 TPv4 b 4o
IPv4:140.113.131.80 IPv4:61.218.105.10
IPv6:2001:238:F88:210::8 IPv6:2001:238:F88:210::9
Application Application
Transport Transport
IPv6 IPv6
IPv4 IPv4
L1/L2 —— IPv4d — L1/L2
Network
Dual-Stack Dual-Stack
Host A Host B

qiaj' 1-4 ~ Protocol Stack of Configured Tunnel

A ~ B 14BCRFC 2473 (Generic Packet Tunneling in IPv6 Specification) [RFC2473]I"| IPv4

A PEFHE (encapsulate)IPv6 Ff & - A I B [ fti] {{:= IPv6 F5f & Elfii@%@i/[lﬁ%ﬂ 1-5 HWERY™ -

Step A.1. A F'Ff;lé?ﬁ B [ IPv6 ﬁE[ﬁJ[L‘“_"F?ﬁ fib 18 140.113.131.80 » IRk b,
61.218.105.10 > next level protocol £ " IPv6 | [ IPv4 Zpfi(header) » #/5% Tunnel
FI&W o FERFMaE = IPvAAfeE > 20 T B LS s |1 i I
61.218.105.10 -

Step A.2. "ér[ B I5E]] A 3= iy Tunnel Ff & » B }I?]’ Tunnel $f &) [ IPv4 AFFHAr > H[]
HE( 1Pv6 & < i B B2 IPV6 HI AT A » BF IPV6 i 0] it i~ |1t
IHA 1 next level protocol ﬁtr’;, 61.218.105.10 ~ 140.113.131.80 I " IPv6 | [V IPv4

FPHE 0 PR IR a2 = 5 -
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Dual-Stack Dual-Stack
Host A Host B

IPv4 Src.:140.113.131.80 IPV6
A. 1 IPv4 Dest.:61.218.105.10 packet

IPV4 Src.:61.218.105.10 IPV6
A 2 IPv4 Dest.1140.113.131.80 | Packet

IPv4 Network

[Fﬂl 1-5 ~ IPv6 Packet Transmission using Configured Tunnel

1.2 Example 2: NAT

NAT [RFC 3022]fL IETF ﬁjﬂ EPUIRIE » LTRIGHT private AR (1] private IPv4 fF §HY %
1@,[,%@ FH |- [l global routable IPv4 & f-» I'| 2 TPv4 f'\j'ilFT fel ity F’Lﬂ%f o NAT (A%l
EEA 20 558 full cone ~ restricted cone ~ port-restricted cone I symmetric [1FEIKE]|

[RFC3489] - I'| ™ ZG {f151] port-restricted NAT £ {5 F3ET [+ =4 K ﬁﬁ%ﬁfj L U S

it private AfffE[ Jr%?ﬁﬁ}[ﬁj’ NAT r%? % default gateway » NAT J[| " F5 HE S 5 NAT U}
T o f el 5 NAT el sg10 o fH-EPEaAEss [Pv4 5 o poignd JFL' » I'J5E %Y public IPv4 b i1
1 private IPv4 i HHIU§EE o = NAT ik fHEPEA > [IRLES 1 NAT fJf# private At
HE 1= public ﬁf}% [EUERY IPv4 i e pipt ot o G HEEpsAp Jif?:hi/p%k 1-1 0 155 7
it o b i S5PEA [ | Transport protocol A cl& IPv4 F2FETH[ | next level protocol A i fis fifi
(P el S TPv4 Jif &0 Tl M [ Pusp] @V B4R © Internal IP & - Internal port -
Remote IP ¥ iiH9 Remote port Sﬁ[’ i 53 H]lRel S IPv4 £ & (private 7 ﬁi‘ﬁ‘, = public ﬁ“ﬁfj
5 ER)pu YR TP 6bd~ ¥R port ~ F IS TP & HHFIE TS port o External IP i SHA 1 fel

NAT {5 g private 7" 4. "' | global routable IPv4 > External port i 5l NAT )T
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ﬁ“f F=ib HHSEPTEAY port o Lifetime A i el SR HES5PTER ) =] EST oo =i GHEPTE Eﬁ A
F&Eﬁ 2 E fﬁl“]}[ PA—L;_\J?&(Llfetlme PV (A NAT Bl s sl vizs By [FilTh] R [Fil) ’?[
s ﬁ[_q_.j_,—‘gji—\j;';- s NAT -HP{}:F[ i[—EI?JK _LfTF; A S {]_P*Trélf[ YU port [F[[qsl‘ > EI’F:% - & ,"f ﬁjﬂ.-j-ﬁglﬁ[ FI o

%< 1-1 ~ Address Mapping Table on NAT

Internal IP k-

External IP i 4~

Remote IP i1

Transport protocol

192.168.100.2 140.113.131.80 61.218.105.10 TCP
Internal port External port Remote port Lifetime
9876 5432 80

NAT Ff ey #El§gi: private ;n'ﬁ, Z—public ;{ﬁi’—’g}

NAT [[5%][| f§-private ?Fﬁ"m\_[ i| public ﬁ“\‘fﬁE%ElfJ IPv4 Ff ey i o }{ﬁ’ [F=45F €I next level
protocol ~ ¥ IP it ik~ s¥Ei port ~ FIAY IP &b HEAIE THY port #1551 Transport
protocol ~
F B TR TPy 6035 TP 8~ 3f port 53 1| -5 19 External
IP £ 411~ External port JV [t o & fi {j_'—%{r“%i“lz@q "iﬁ (HuRel#S > NAT ﬁi’f{uj GRS

7119 port S5 WSS » 5 FUSII S o R P At #7798 11 50

Internal IP i i+ Internal port ~ Remote IP i {1 Remote port 4 Af1F= o

NAT $f ty§ifgi: public Ff#E—private g8

NAT [+ F-public fff{#:52 419 TPv4 f & » 114 @i next level protocol ~ i IP
i -~ syl port ~ | 1Y TP G 41HH{1E 1f9 port #{15E3kfiY Transport protocol ~ Remote IP
‘41~ Remote port ~ External IP i 71 External port fJ34 4F1L=~ = /% {7 F T4

IPv4 FJ 8y f TS TP 50 4~ TS port 55 1] 5 -5 =A< f[ 1 Internal TP i 31~ Internal port

?VI’-‘L ° —A l+ {1[—‘3:1‘#@%“[ 3 JT—T Lj%cl% ) [Pz‘i':‘jr' :[Jﬁ“?& NAT =
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IJ= {0 i1 NAT $8 =43¢ o % private &Y client (IP & 5H 192.168.100.2)7%
NAT (IP b 1T 140.113.131.80)&”& public Fff#E Y server (IP £ 1% 61.218.105.10 > port

£ 80)I') TCP =] » HEEYN 1-6 > HIF) ™

Client NAT Server

IPv4 Src.:192.168.100.2 | TCP Src..9876 | Data
B.1]1Pv4 Dest:61218.105.10 | TCP Dest.80

IPv4 Src.:140.113.131.80 | TOP Src.:5432 | Data
B.2 |1pw Dest61.218.105.10 | TCP Dest.80

IPv4 Src.:61.218.105.10 TCP Src.:80 Data
B 3 IPv4 Dest.:140.113.131.80 | TCP Dest..5432

|Pv Src.61.21810510 | TCP Src.80 | Data
B.4| ipv4 pest:192.168.1002 | TCP Dest.0876

Private IPv4 Network Public IPv4 Network

q*{‘q\‘ 1-6 ~ NAT Translation Procedure

Step B.1. A’flr[ client fﬁ}ﬁ@%?“%}lﬂl server ?'2%’5 » client fﬁ%}%,ﬂ a'ﬂ’?iﬁ (it socket o Client fﬁ.}%
=UH | F=socket [F'J server L XF] & [FFf 8 HY next level protocol ~ s Yfi IP i -
Y5 port ~ [ IS IP &b HHFAIE 1A% port Fﬁ;} HIJ?@‘F%"J&?@ TCP~ 192.168.100.2 ~ 9876 ~
61.218.105.10 ~ 80 o [F=ff ey BLi= = NAT (default gateway) ©

Step B.2. NAT #}{{&! client (= server ;X[IVF &/ o NAT £UBIHF] &Y next level protocol ~
TP 41 91 port ~ F 11U TP A HIFIE 1Y port T i - Spiek i — ffsFrfius
o Pk 1-1 Fras o NAT T8 A GHEPEAY External Al 59 AAUS0 HH5] T
Z. Internal #1 External A i - }{‘5]’ FF e po R IP & G5 port I
192.168.100.2 ~ 9876 ﬁ}i‘f@ 140.113.131.80 ~ 5432 > [ 1Y IP SR HAIE THY port T
(A o

Step B.3. Server [[¥Z%[] client L%a[’ﬂ“f'ﬂ\ AUEHEL [fl'f_f‘_?ﬁaﬁ’ﬁ client  Server =} next level
protocol ~ ¥R IP fit ik~ <syFi port ~ IRV IP &b 41k~ FIHY port 55 [f|[£% TCP
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61.218.105.10 ~ 80 ~ 140.113.131.80 ~ 5432 puff &) -

Step B.4. Server [[Ilii7 client U] &)kl NAT I o NAT [iel & 66 S S5l fy 15 i
next level protocol ~ VfI IP 5 5=~ <3kl port ~ [ IHY IP S -~ FIAY port » T ANEC
G HEAPERSR IR S U LIV TP S 3~ FIFY port f11140.113.131.80 ~ 5432 % EJE
192.168.100.2 ~ 9876 - [F=ff ey ¥lizx = private 1@,[, » fl1 client ,r.ﬁi TCP port 9876

fi* socket &~ o

Al B A > NAT Ix,l-njlflj client [i' I'J5% Zpv J’?Yfﬂ public Ffﬁ,t, server F{U‘dz?ﬁ °

1.3 Example 3: NAT and Configured Tunnel

?r[f § ['FEJ,Q’%F’*[ NAT #[! Tunneling ﬁr’ﬁﬁf » A private B fHET %%’7 98 & F o ffifH TPV
Tunnel mjif_—?ﬁ_:ﬁll‘: o Tkl q%’,‘ 1-7 557 JFFﬁE’i‘.%ﬁFﬁHI ’ EJ Dual-Stack Hosts A 71 B - A

= NAT fi¥ private Afff#5 > [fif B 7% public fff#5 - A ~ B ffi*'] Configured Tunnel sgi1#¥ IPv6 -

IPv4:61.218.105.10
IPv6:2001:238:F88:210::9

IPv4:192.168.100.2 A
IPv6:2001:238:F88:210::8 erver
' (Dual-Stack Host B)

IPv4:140.113.131.80
il == =

Client =
(Dual-Stack Host A) N

qiaj' 1-7 ~ Configured Tunnel with NAT

1.1 li{"]’—"l’?}ﬁﬂﬁﬁ Configured Tunnel F%?\Lfb A F@{L_’El@ Tunnel [ IpEsEL B Y IPv4 &
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bl ﬁlJBF%{L;Tunnel FIAUEYEL A AV IPv4 fF o £ A FIB V[ [EGS IPv6 F &y > X LS

SEFHITE 1-8 > SRR -

Step C.1. A F[E’Il—jfl B fY IPv6 ff & = TR IP 5P HHEE 192.168.100.2 > FIFY IP 6 HHEE
61.218.105.10 > next level protocol &% IPv6 iU IPv4 Zpfi » #5Y Tunnel £f &y o ==
EF I BEE 1 NAT -

Step C.2. Tunnel f &5 NAT » B IPv4 e yFi o G AP NAT By IPv4 S0 ot
NAT #*! Tunnel f @35 = public s

Step C.3. i BUSE] A 219 IPV6 80 > B IPV6 £ A5 A - BIELZA A 19 IPv6
E IS TRl IP 5 % 61.218.105.10 > F I~ IP fF HHEE 192.168.100.2 (TEL%EB
A% Tunnel r%E‘JL) > next level protocol £ IPv6 i IPv4 AJH » £ IF=1Pv4 i &i2
%,%[ﬁ? IS IPv4 APEIAYE A TP & 3 private &b 41k [Fgf & ﬁ’*?ﬁ[ﬁ,t,ﬂ S

oo IEERE A

Dual-Stack NAT Dual-Stack
Host A Host B
IPv4 Src.:192.168.100.2 IPv6
C.A1 IPv4 Dest.61.218.105.10 | Ppacket
> IPv4 Src.:140.113.131.80 IPV6
Cz IPv4 Dest..61.218.105.10 | packet
>
C.3

"

u IPv4 Src.:61.218.105.10 IPv6
|Pv4 Dest.:192.168.100.2 packet

Private IPv4 Network Public IPv4 Network

[ﬁ[ 1-8 ~ Packet Transmission in Configured Tunnel with NAT

FSETH I I 10T BEAR A T T RERR IS B (P60 B Ol (12 A > 5

Ry SR AR RV E T o IRV NAT U3 (=424 » F 1] TPv6 Tunneling < 8% 2 NAT



f‘éﬁjﬁ%ﬁﬁji@f IPv6 Afffs - FJ | IPV6 it g Ry~ e FLOF e | PR 2 sy
75 {4kl WLAN (Wireless Local Area Network)fy GPRS (General Packet Radio Service)

[Lin] » ~ % jzng NAT I'] private IPv4 & 310 SR AR > PP 4 o ime ﬁﬁf}w%ﬁ%?
I 42 IPV6 [t~ =] I/FrJ » Lf‘%lk FBERPHS NAT I%ﬁ?'ip J IPv6 [El PR - e

B 1 P PRI B IPV6 iRt -

1.4 Motivations and Contribution

£L 1 R IPV6 Tunneling (L NAT i 2 fiv F}FE‘E_ » IETF [ voops Working Group fit!i— [
Frgl F‘[[Teredo] > fj- NAT [“Jfﬁﬂr%?ﬁﬁj,' Tunneling s - IPv6 Affi* - #it} Teredo - 7 Teredo
DRI A il Py E Jf JIFY Teredo BURRIH — A TPvO ffl M [ {1 %5 77t Linux

F’ | PR~ & Teredo #f (= > it} NICI-Teredo [NICI-Teredo] » - fL Linux T F‘[ B3y
— [ Teredo & - I'] Linux =4 * bﬁljﬁ[%ﬁﬁlﬂ J’iﬂj 1% "7 Linux 2 Flﬁll NICI-Teredo
ZE Teredo ;ﬁ it Tunneling 43 /&g | FL EJ,JFH:?%’?’, 1 > NICI-Teredo ptliZhl > “UHA{H NAT &

i IPVG ({17 [ P P TP S R

AN e pusss o 57T %f’[ }-{—J /T3 VFJIE!(*E #1210 IPv6 Tunnel 2 NAT il =4 » 51
= i /1A Teredo &S5 - £ N5 P9 NICI-Teredo ™ » > F*4if NICI-Teredo 7!

E R R 2 ] Teredo #f [‘Eﬁf{*ﬁﬂjﬁf‘ B Ehlg= W [ﬂ | Teredo Hf [=AVISHSIHTI ) W

-

=
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CHAPTER 2

Related Work

F ARSI > 3 NAT .J%UFF {1 ™| Tunneling 1 - TPv6 A% » % }EH:LF;[,

5713 53 B NAT-aware Tunneling #[1 NAT-unaware Tunneling [ %f - NAT-aware Tunneling
SIS NAT fi JF%ﬂL— s P "%F (= 4% IPv6 Se [ l‘fﬁ%ﬁ‘— NAT-unaware Tunneling

T HE - (S NAT ugids » =1 Eki%p F'1 ISP (Internet service provider)*&! ff«ﬁi IPv6

¥
AR ]
2.1 NAT-aware Tunneling

;\H[[‘Hﬂi 3:]_%[ - Tunnel fi F% e EERRD > T NAT %JL?%?F: b fHSEPEES (static
mapping table) o F|[F* 1.2 AF 1} NAT @] ey i g - puphps s ghpiss ??Q—EL: -
PPRERLTE ~ BIRIGER AT NAT 925 PP 1-7 pOagRa SO IR 55 A -
B & NAT EI(UF%%LC’ » I'J# ]| NAT-aware Tunneling °

* it {5 FY Configured Tunnel F%%‘C’Hl » ¥, Host A Host B ol # ™ Tunnel > [] A" B
f* Tunnel ?f‘gﬁﬁ HH%FJ\L_F@ B f IPv4 b 4= A i IPv4 fiF - 453, Host A iP5 NAT
fi*J private 1[ﬁ,u ﬂﬂﬁ %4— Tunnel Ef » 7§ [Fﬁr%ﬂ[— B [V Tunnel 23Rt A 5 NAT

f* public IPv4 & ii-> A Y Tunnel 7 ’SL%F %li%t B [ IPv4 &k Ik
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o7+ NAT poib fHpEs o - Iﬁﬁ%’*ﬁtﬁfﬁ [EE[PF41]- ’é | NAT f-public 5ff## 5% next level
protocol £ IPv6 [ IPv4 ] &) (R [P &) Bl IPv6-in-IPv4 Tunnel ] &) » JiEfSe 5]

SRYE AR ST A B9 private IPv4 & §iF-o [P NAT FAYG REPER I 2-1 o

%< 2-1 ~ Address Mapping Table for NAT-aware Tunneling
Internal IP “P 4 | External IP ff fi~ | Remote IP f#f | Transport protocol
192.168.100.2 140.113.131.80 any IPv6
Internal port External port Remote port Lifetime
any any any

(any (4% NAT T ff;%ﬂ[ TP )
FIOEE A S B R NAT (ST A~ B VR fG2 IPve F S vi iRy - (2 H[E 2-1)

Steps D.1, D.2 #! Steps C.1, C.2 ﬁ‘[ﬁj °

Step D.3. F[ B J¥Z[| A 7ZFN Tunnel 3= J iU IPv6 £f &0 > B IR éﬁ'? Y IPv6 5 &y s
VRIS 61.218.105.10 - F TV AR 44T 140.113.131.80 » next level protocol £% IPv6
[y IPv4 AT > 755 Tunnel F & o =] 40358 IPv4 routing protocol 35 = NAT e

Step D.4. NAT I[** Tunnel £ftv » 5% NAT ﬁ%ﬁ 25 IPv4 AJFif[ 1 next level protocol A
£ IPv6 © NAT }[ﬁj’ EFIpS IPv4 G 4| b T3 ]| Internal IP A *j_[— Al
(192.168.100.2) > { ;i Tunnel J5f &35 = private affff7 = A ¥ ™ = Tunnel By g

HIF I 09 IPV4 ST > EH1 B S IPV6 it -
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Dual-Stack Dual-Stack
Host A NAT Host B

IPv4 Src.:192.168.100.2 IPv6
D.1 IPv4 Dest..61.218.105.10 | packet

- IPv4 Src.:140.113.131.80 |  IPv6
D.2 IPv4 Dest.61.218.105.10 | Packet
-
IPv4 Src.:61.218.105.10 IPv6
. est.: . . .
D.3 | ipv4 Dest:140.113.131.80 | Ppacket
IPv4 Src.:61.218.105.10 IPv6 <

D.4 IPv4 Dest.1192.168.100.2 | Ppacket
-

Private IPv4 Network Public IPv4 Network

qiaj' 2-1 ~ Packet Transmission using NAT-aware Tunneling

qiaj' 2-2 B4 NAT-aware Tunneling [ protocol stack > iH]'[EHJ F{INAT F‘I[ ['=Tunnel Ff &/~

PLERY Al NAT ot il 52 B 19 Tunnel 2 » 3 NAT & g it s Jf—ﬁfj’i@
- IPV6 7R - iﬁﬂgﬁﬁgﬁ FOTRERL * =L NAT % H— [ IPv6 F%ﬁﬁj;zij/ Tunnel » Jfi] =

il

NAT 7EHE I 55 5] @ iU next level protocol £ IPV6 F 7

Application Application
Transport Transport
IPv6 IPv6
IPv4 IPv4 | IPv4 IPv4
Private Public
L1/L2 — 1Pv4 ] L1/L2 | L1/L2 — Pva —] L1/L2
Network Network
Dual-Stack NAT Dual-Stack
Host A Host B

ﬁ%ﬂ 2-2 ~ Protocol Stack of NAT-aware Tunneling
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2.2 NAT-unaware Tunneling

IS 2P S Y NAT G2 7 bR 0 % NAT-aware Tunneling fiYEE »
IR BL A 5 (]2 0S| L SpOaiges HRas & JF%J@ PRIgE= gty 20 3
SR ISP B B OB Y R o ¥ T R NAT F%:gg@ﬁq;@ » I'] Tunnel & NAT &
B F'fjﬁ%ﬁFJiif IPV6 Afffis - ¢, €191k F )= #& ¢ VPN [VPN] » UDP Tunnel [RFC3519]

A1 Silkroad [Silkroad] -

2.2.1 VPN (Virtual Private Network)

=] VPN =i I 73 NAT i) iﬁﬁl = IPv6 Afffs - 1) ﬁ%ﬂ 2-3 A #I?Fﬁk (7] - Sl
FE £| NAT A1 Dual-Stack Hosts A ~ B » 7 public ?Fﬁf'ﬁ% £ F‘[ VPN server » VPN server

Bt 2l 5 f’ VPN client i public IPv4 i fji-

IPv4:61.218.105.10
IPv6:2001:238:F88:210::9

VPN Server ==

IPv4:192.168.100.2 Dual-Stack Host B

IPv6:2001 :238:lF88:210::8

IPv4:140.113.131.80

P _ |

il == =
Dual-Stack Host A =3
(with VPN client) PR
NAT

[ﬁ[ 2-3 ~ VPN Tunnel with NAT

Host A fiV VPN client #[|* [ = VPN Ias41vp] 74 (Y L2TP ~ PPTP %*)[F]J VPN server

JVH -~ {[# global routable IPv4 fit ik %% A #1 VPN server .V [ @ VPN Tunnel - 3§ A
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JiEf* IJF([H] VPN client [ VPN server 2V i[5 global routable IPv4 i 5B # 7 Configured

Tunnele [BEY[I™ 1A F%ﬂ‘— Configured Tunnel f | TAV#S £ B i IPv4 i i B F%*— Configured

Tunnel Y TEYEEG A [F[J VPN server £ Z[[[iY [Pv4 i f-o

Application Application
Transport Transport
IPv6 IPv6
IPv4 IPv4
/?\
: L2TP L2TP
VPN UDP UDP | UDP UDP
Tunnel
: IPv4 IPv4 | IPv4 ipv4 | LVE2 L2
v Private Public Public
L1/L2 | IPv4 __|L1L2 | L1L2 |  IPv4 _| L1/L2 | IPv4 |
Network Network Network
Dual-Stack Host A
Dual-Stack Host B
(with VPN client) NAT VPN server ual-stack Hos
-¢ VPN Tunnel >

oy
-«

Configured Tunnel

\/

q%ﬁ[ 2-4 ~ Protocol Stack of VPN Tunnel

Z/[lq%ﬂ 2-4 Hr= g&;fj@ 07 [Z[[#4*E Tunnel $3 5> A /[ VPN server V [tf]ffi*'| VPN Tunnel(lﬁ

HII] L2TP £4(5] > L2TP E'JFAI IPv4 ZJE ~ UDP Ak L2TP ApH) » v A #1 B V[l{f -]
Configured Tunnel €32 TPv6 f &/ o A 71 B I L] = Tunnel » {52 TPv6 ff & Flfji?h%(q‘%‘l[ 2-5)
AR

Step E.1. A ﬁl}ﬁ] VPN client [F[J VPN server F2V global routable IPv4 b i » jﬁ'}z;@ VPN
client 71 VPN server j# = VPN Tunnel - 7 VPN client #{/ VPN server - VPN

Tunnel Ef » NAT 7 i VPN Tunnel | £[[fi5 IPv4 i 4HH1TUDP port j# o i HFSSPEZ

Step E.2. VPN server YT 140.113.13.50 55 global routable IPv4 i i H’ﬁ A [ VPN cliente

Al%ﬂ‘— 140.113.13.50 5 A S~ IPv4 b hi-o A ~ B Vfi JF%%‘C Configured Tunnel :

r%lﬁh_ B [V Tunnel %’f‘@ﬁf@ A [F[j VPN server ZVH i IPv4 it 1140.113.13.50) > A

_Ell
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f* Tunnel 73 %ﬁh B [V IPv4 it 11H61.218.105.10) -
Step E.3. A ;2! IPv6 Ff &) Eﬁ i B (W fib - 140.113.13.50 ~ F IRk
61.218.105.10 ~ next level protocol £ IPv6 i IPv4 ZpFi & [= }{ﬁj’ =1Pv4 Ff &)
M| VPN ZpE &) = > 5] VPN Tunnel }{—J I=FFais f[ | VPN server ©
Step E.4. NAT #j& VPN Tunnel £}t « NAT %f VPN Tunnel Spfia 7 i hHi » kA pi
FL ['1 VPN header #5759 VPN header 1 (s ¥fi IP & f1iF-k < i port /55 NAT [ flfﬁm‘ﬂ
iﬁ]’[ﬁ";ﬂlﬁ&iﬂJ External IP fi fi=~ External port)> % 3 }Iﬁj’ VPN Tunnel §f &/3% = public
Step E.5. VPN server /¥ VPN Tunnel ¥ &/ o VPN server Fvlif:f /iy VPN Apf > }{%]r’ HE]
[0 1Pv4 i 805 BB USE] IPv4 FF 6 5 IPv4 AFFHHICIIGH E] IPv6 #f by -
Step E.6. fFI[ii IPV6 £t A > B IPv6 ]| i (14T 61.218.105.10 + [ 1196 3
£ 140.113.13.50 [ IPv4 APE & = K= IPv4 B 8035 s -
Step E.7. [=IPv4 £}t ¥ VPN server [ » VPN server }{ﬁ’ [F=%f & ¥ | VPN Tunnel “é‘_[ﬁj NAT-
Step E.8. NAT /%™ VPN Tunnel £ &/ o NAT 851 [F=F] & i) VPN AJiFl > }I?]’ P &) ﬂi@é?ﬁ Ao

A SEI= 0 o ST VPN F A IPvA APF o (5] B 9 IPv6 Ff e -

Dual-Stack Host A

(with VPN client) NAT VPN server Dual-Stack Host B

E.1 VPN Request

» »

E.2 VPN Response

-t -t
%

IPv6
packet

VPN header | IPv4 Src.:140.113.13.50

IPv4 Dest.61.218.105.10

E3]|

P

| VPN header1 | IPv4 Src.:140.113.13.50

IPv4 Dest..61.218.105.10

IPv6
packet

E4

P

IPv4 Src.:140.113.13.50
|1Pv4 Dest.61.218.105.10

IPv6
packet

E.5)

rl

IPv6

)

-t

E 6 IPv4 Src.:61.218.105.10
packet

"] IPv4 Dest.:140.113.13.50

IPv4 Src.:61.218.105.10
1Pv4 Dest.:1140.113.13.50

IPv6

-

-

E 7 VPN header2
° packet

-t
%

IPV6

VPN header3
packet

IPv4 Src.:61.218.105.10
IPv4 Dest.1140.113.13.50

Private IPv4 Public IPv4 Public IPv4
Network Network Network

[ﬁ[ 2-5 ~ Packet Transmission using VPN Tunnel
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{17 VPN Tunnel 4 =pitp2! fif 8 NAT fUf2JJ[RFC 27641 [ A fZ[fi] VPN server JVH
global routable IPv4 it fi-» {fi4d NAT %[ IPv6 Tunneling [V Bﬂﬁ]ﬁ\ﬁ"ﬁ? ik FIMI VPN T
EF41VE - Configured Tunnel = (7| » ffi*'] VPN Tunnel Elfii—ry'{%ﬁi_é {1 - VPN server
[ VPN client ~’f1ZViH— {[# global routable IPv4 & f-> lﬁ’ﬁﬁz%— VIR ﬁ[ﬁl%ﬂl NAT
IPv4 G047 Ly Flkﬂfglg » [ NAT puzpe 3794t e P39 VPN server it ffli ] F3&LE

SPOF(Single Point of Failure) » I'] & ”FL[ AN E ﬁ‘ﬁfﬁjiﬁﬁﬁﬁl@ﬁﬂ@[mc 2764] -
2.2.2 UDP Tunnel

UDP Tunnel iﬁf[ﬁ“ﬁ HRLET 2.1 éﬁ NAT-aware Tunneling [V £ > I@%’E%F{’ I'J i
NAT-aware Tunneling i1 NAT » || ] fj2 8 NAT 5 1) & SIS i b 1Pve

s TR -

UDP Tunnel #— & IPv6-in-IPv4 Tunnel [V} [ﬁj V5L » £L UDP Tunnel ffi*] IPv4 #1 UDP
FPHEH D Tunnel » 2§71 IPv6 E & [ UDP [0 21 G2 » JI0= ¢ NAT 7 Fi2(/#r IPv4
F ey pup JrFL[ £ IPv6 (next level protocol #i " £ IPv6) » UDP ;@ggﬁﬂj port T3 » HEEL|

T NAT Db i 0 {255 NAT 5 % il Tunnel Jff) -
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Application Application
Transport Transport
IPv6 IPv6
UDP UDP UDP | UDP UDP
Tunnel - pyg IPva | IPva IPv4
v Private Public
L1/L2 — pva (L2 | L2 — \pya — L1/L2
Network Network
Dual-Stack NAT Dual-Stack
Host A Host B

q%ﬁ[ 2-6 ~ Protocol Stack of UDP Tunnel with NAT

UDP Tunnel i protocol stack Z/Dq%ﬁ[ 2-6 Fr. o g ﬂq%ﬁ[ 1-7H J?Fﬁ" Iﬁii?i [f[ ,KE A~BH

[t Dual-Stack Hosts % NAT - A 1 B H|{<# > Tunnel F} & ¥ UDP port JF“t 5 9876 © A F%

& Tunnel fYF USRS B fiV IPv4 b 1K port 9876 B — [7 57 Tunnel P THYEY < A
B [ 1PV JF & (3P R 2-7 57 (I 2-1 58 [l 40T 2-1 ™ | IPv6-in-IPv4

Tunnel » iﬁ@ ffi "] IPv6-in-IPv4/UDP Tunnel) » #/GRY[™ :

Step F.1. A #l%lfj’ﬁ B [IY IPv6 Fif &0 5| IPv4 '~ UDP SJifi ty (= > énﬁ NAT - UDP Tunnel
Y IPv4 YRG0 44T 192.168.100.2~ F THYAF T 61.218.105.10 > next level protocol
£% UDP » UDP <¥fi port * [ I port F[F'r 9876 -

Step F.2. NAT f}§{# Tunnel $f & » FU48Gsfty 7 J”'Fk[@ e o UDP £f 8 AY IPv4 A i
(192.168.100.2) ~ port 9876 ¥LEP[EZ(] 140.113.131.80 ~ port 5432 - NAT Tfij%i‘,éj"]:@

%ﬁﬁﬂ Tunnel $5f &[99 fi [Pv4 & Ik 35 port » £ K M4 & 32 = public Aff

Step F.3. B (§-UDP port 9876 I[¥Z[| (- A 32 <[y UDP $f ty » B ({4 t iy Ypi i 440 =]
F'I NAT fE2 41 Wi At HHC#-H[] TPv4 1 §1-140.113.131.80 ~ UDP port 5432) o

B FIEREAT A V[0 Tunnel » B4 140.113.131.80 ~ UDP port 5432 - 1fi B
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[Fil:2 IPV6 ﬁélj;ﬁﬁ A E%'J? » B #[]*'] UDP Tunnel > jl% UDP £} &/ pv 1Pv4 YR b i
% 61.218.105.10 ~ [ AV &P % 140.113.131.80 > next level protocol £% UDP » UDP
Y5 port £% 9876 ~ [ [ port £} 5432 - B}H IFFf Q= =0 -

Step F.4. NAT /> Tunnel ] &) » FEF GEEPTER [SE5E] Sy F 1AV IPv4 &F 45 F TEY port
5 192.168.100.2 7 9876 » 4t B I M2 8035 A A IPv4 AP UDP A

R o 7] IPV6 H ) o

Dual-Stack Dual-Stack
Host A NAT Host B

IPv4 Src.:192.168.100.2 | UDP Src..9876 | IPv6
F1 IPv4 Dest.’61.218.105.10 | UDP Dest.:9876 | packet

IPv4 Src.:140.113.131.80 | UDP Src.5432 | IPv6
F.2 | 1Pv4 Dest:61.218.105.10 | UDP Dest.9876 | packet

i
F .3 [Pvasrc.6121810510 | UDP Src.9876 | 1P
F4 IPv4 Src.:61.218.105.10 UDP Src.9876 | IPv6 |Pv4 Dest.:140.113.131.80 | UDP Dest.:5432 | packet
. IPv4 Dest.:192.168.100.2 | UDP Dest.:9876 | packet
-t
Private IPv4 Public IPv4
Network Network

q%’ﬂ 2-7 ~ Packets Transmission using UDP Tunnel

UDP Tunnel fi'I) ﬁl 7| private IPv4 & fHE S Tunnel > 3:@[55 VPN Tunnel — A5
it NAT IEilf]é'i(prlvate A [ﬁ,[,)ﬂ J%[TF ?Bff _IViH -~ {[# global routable IPv4 it fik- 73 IPv4 fib gk
RS A B jfﬁj (=1 UDP Tunnel kL fF poigi % o gRyf > 1™ | UDP Tunnel *
- B (IO I B~ BB SSEAN A VI Tunnel B [P Pva
f=K UDP port » 4 7FI%7 A “L3% Tunnel ﬁcp%ﬁ B H NAT 1% A = i3k - IPvo

By I EB HURE] A -
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2.2.3 Silkroad

Silkroad kL& ﬁjﬂ{g“ [ Tunnel A2 » & RL{IH | UDP Tunnel &% NAT » i v 50 %
HEEE IR o 7 Silkroad F{ij{%'ﬁ@ » E|F % Silkroad Access Router (SAR)I§ IPv6 Affi
FIVIPA S - O NAT Bt (private SZE)IUREAR “ A2 - 1 SAR [HIG Ll
Z K> NAT .”‘g”g%?ﬁﬁ%liﬁﬁ%ﬂ% flit SAR F=ik ¥ 35 » iﬁ[’[ﬁ'?}?ﬁﬂﬂﬂl Silkroad Navigator
FIF R -
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CHAPTER 3

The Teredo Mechanism

Teredo #[|*'] 77 ﬁ??“ Elfi%%% E ! 7 UDP Tunnel {#32 IPv6 $f &) o 7 QZEI fSd% NAT fi JF%

& B NAT-unaware Tunneling - 7E o

3.1 Operation Model

3.1.1 Components

i/[lﬁ' 3-1 - » Teredo EIfJ%EI?F% &) ﬁ Teredo Client ~ Teredo Server 7| Teredo Relay = [
T {F o Teredo Client 4 5E73: NAT & i JF“' ﬁ'Fi] o fl JJ <ELE o A Teredo Relay .V ftif~
Tunnel I'] {55 IPv6 Ff & o Teredo Server [ﬁJE?J? AFF IPvA SHEE AT IPV6 AfffE - 2sf 'H s
Teredo client “VH global IPv6 &t &> I'| K172 Teredo Client j#  #{I Teredo Relay [ fti]fi~
Tunnel  Teredo Relay £G4 [Pv4 AHEEF IPV6 AfTERY Relay Router » E ﬁfﬁ: ELIEEE IPv6

?ﬁ,uﬁi Teredo Client . fli][i IPv6 if &y o

E 1 Teredo Relay Fh“'ﬁ]fjk H15) [l Teredo Client . ff]fiy Tunnel ARFE > £ stateful %ﬁﬁ
Teredo Server 1 E;c U= i er@ o 1L stateless %[iﬁ > Teredo Server IV stateless 71 Teredo
Relay fi¥ stateful ) % - & Teredo [filf =" ff CECEE I T g i iﬁ[ﬂj [g}%lﬁi Fir

J Teredo Client *>%[~ f[a Teredo Server & f[1 ﬁ » T 3:]_%[ [f35 TPv6 Ff e EﬂI‘F |EIRESTS
- [ﬁﬁ[’é [ Teredo Relay [=£% Relay Router ©
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IF=9t » 15777 Teredo Client #1 IPv6 Afff& I/ fHJfE R1E | 35k puELEF @ > &) [l Teredo Relay
ﬁ ﬁﬁ‘élﬁ} IPv6 routing protocol [F[J IPv6 FffiE i [ (advertise) 3FFE:831F::/32 ;ﬁ[[ﬁ* IPv6 b h-
prefixe J[IF=IPv6 5 ﬁff,ml_[ﬂ | Teredo Client [ IPv6 F:f & g #i 1 Teredo Relay ;ﬁ [HfY IPvO

i Hi-prefix > 5 Z[PHESE TRV Teredo Relay [E=£} Relay Router ©

IPv4:61.218.105.10
IPv6:2001:238:F88:C::8
Teredo Server

1Pv4:140.113.131.80

=3
=2
e
oy IPv4 IPv6 —_—
Network Network
= NAT IPv6 Host
Teredo Client (Host B)
(Host A) \@/ IPv6:2001:238:F88:210::9
1Pv4:192.168.100.2

IPv6:3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF
Teredo Relay
1Pv4:61.218.125.3
IPv6:2001:238:F88:C::3

qiaﬂ' 3-1 ~ Teredo Architecture
3.1.2 Packet Formats

Teredo {fi*'|fv Tunnel | Simple encapsulation #{! Teredo encapsulation Tx‘xj@ﬁ%{frﬁ?\‘ (Z/[lq*é\‘
3-2 F=1-) o Simple encapsulation }-{fj’ IPv6 Ffty '] UDP &) rdlfuB =V s » = prH o [
1= Teredo Client #{! Teredo Relay .V [ii]fiy IPv6 $] &/ - Teredo encapsulation [+ §*1 IPv6 Ff

&y Er[ [=UDP $f & g1 > &l UDP Ff &) g18% Pﬂ“ﬁ' “Xe9t p Teredo data lﬁfij Tunnel PFF‘,?C

= Pl T SR T Tunnel FUeyRt o
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Simple

IPv4 header | UDP header IPv6 packet _
encapsulation

IPv4 header | UDP header = 'oro° IPv6 packet Teredo
ala encapsulation

qiaﬂ' 3-2 ~ Teredo Encapsulation Formats

4 Teredo [ —,«Eﬁéj@ > Teredo Server #{1 Teredo Relay “+7Iffi"] UDP port 3544 7 IPv4 Aifffs
Y32 TPv6 i & (IPV6 $f &k UDP E1#bf[1) » Teredo Client fi' I'f ffi ™= &i UDP port it IPv4
AR 2 IPv6 5 & (IPV6 Ff & 7 UDP 1#[[ 1) Teredo Client {1 Teredo Relay J/ fii]!"] Simple
encapsulation {H3= IPv6 £f &/ > Teredo Client 7! Teredo Server ./ F'Eﬂﬁ‘} Teredo Server #[ Teredo
Relay V[t %I"] Teredo encapsulation {35 IPv6 Ff & (i/[[q*éﬂ 3-3 Ffr. [ﬁ[ FIT Native %=

&7 /L'H IPv6 ] & [ [ encapsulation » {1} = IPv6 Ff &) -

Teredo p19f 51" Teredo Bubble’lﬂﬁlﬁw fQ_EJ E| IPv6 FJFIfY IPV6 Ff & (T i = ]H F
H IPv6 Ff &) - Teredo Bubble I'] Simple encapsulation F{‘/ Teredo encapsulation {H3=< » £l H|
i L T NAT 9 HHEPE(F 1 Teredo Client - private 1[@&, fi] public 1fﬁ5'§ﬁﬁ ' Teredo

Bubble i ) o (% Teredo Bubble fUigi = |+ =t » 475 3.2 A I5:fH o
| F Nl ANk

Teredo Server

=

—
—
Teredo

encapsulation Native

Teredo
encapsulation

%} Simple U =
Teredo Client . Native IPv6 Host
eredo Clien encapsulation verios

Teredo Relay

q*{‘q\‘ 3-3 ~ Encapsulation Formats used between Teredo Nodes
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3.1.3 Address Format

Teredo %f IPv6 iﬁflfiﬁ?ﬁiﬁ%ﬁ; = i/[lq&' 3-4 Hr= > ﬁ?ﬁ%ﬁ i el e Y g

* Teredo Prefix
32 LAY G 3FFE:831F::/32 » RPHIF=1Pv6 i 4k~ {fif Teredo Client e

* Teredo Server IPv4 address
32 fib 7 5el$# Teredo Server [ IPv4 fif iF-o

* Flags
16 7 5 5l & Teredo Client v NAT AUz EI, fif £% 0x8000 Eﬂj 2. Teredo Client
i %% full cone NAT nafﬁ} » ¥, E% 0x0000 > []| Teredo Client & #°ZEfull cone NAT i
iF"F}J' o

* Obfuscated Teredo Client Port
16 1 7 el é& Teredo Client ffi ™' [fi port i+ NAT fi External port

* Obfuscated Teredo Client IPv4 address

32 fib 75l Teredo Client ffi ™[IV IPv4 i 5P NAT [V External IP i hiF-o

Obfuscated Obfuscated
Teredo Prefix 'Il'gridod%erver Flags Teredo Client Teredo Client
v4 address Port IPv4 address

-« 32bits — w4 32bits — »<¢—16bits >« 16bits P-4 32bits ——»]
[Fﬂl 3-4 ~ Teredo IPv6 Address Format

E 1 obfuscated [% % [F=ff i ity [‘J”’Fﬁ’ FYRLEIF T [=XOR fusdifN < 2 7] 58> F| Teredo Client
[ IPv4 i §-51E NAT fY External IPv4 & -7 140.113.131.80 (0x8C718305) » Teredo
Client [ port /&7 NAT p External port £} 5432 (0x1538) » ]|t Teredo IPv6 i fiHiY
Obfuscated Teredo Client IPv4 i 1HH i £ 0x738E7CFA (0x738E7CFA=0x8C718305®
OXxFFFFFFFF) » Obfuscated Teredo Client Port i £ 0OXEAC7 (OXEAC7=0x1538®

O0XFFFF) -
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el PR > R SR " Smart NAT | 7 J%[|!1 private W[ﬁw 7 public %ﬁfﬁ%
= Jﬁ VI~ @R IPvd 5 SRS IR - IR VR & e TR AR 32 88 (1) At
“HIp1 port ALFIFY 16 1 7 RGBT SIESAPRA [0 - 0 Jaf 0 11 public AffiEEATE NAT [
private Afff*# Ef}bj (B> E UETHL o Teredo 71 Teredo IPv6 i IiH[1 Teredo Client IPv4 b 1
it {1 Teredo Client port 4j#f* obfuscate » [i' I'J 3¢ Tunnel £ &1V Teredo IPv6 ik NAT

Hi (= IPv4 A f e -

3.1.4 IPv6 Address Acquiring

Teredo Client 1+ [ﬂj Teredo Server .V [Sx£ 7~ Qulfification Procedure » F51F=VH -~ (i

global IPv6 P& » FF Fi C J?‘ﬁl IPv6 ; Fﬁ“i‘,J/F fi Jifg I q%‘[ 3-1F lU%ﬁf}" %U?‘it '] » Host
A pY IPv4 £ 5T 192.168.100.2 > Teredo Server fv IPv4 i §HF 61.218.105.10° 7 A [™ port
9876 ¥}~ Teredo Client > Teredo Client [fi] Teredo Server 2%/~ Qualification Procedure Elffﬁ[ﬁ

CXEPR U0 3-5 0 W

Step G.1. Teredo Client I'] link local IPv6 i {5 {1 IPv6 Router Solicitation 54l o [FEHEL
I’} Simple encapsulation ElfJTF‘,?C FiE > (£ UDP port 9876 [ﬁj Teredo Server fi'y UDP
port 3544 351 -

Step G.2. Teredo Client 32111 UDP i} &) ¥ NAT FJi&: - NAT 85 = & g o it i -85
AU 3-1) o NAT 454 3-1 IR [

Step G.3. FJ i Teredo Server £ UDP port 3544 [[%Z]| Teredo Client := [~/ IPv6 Router
Solicitaiton > Teredo Server}{?‘J’LFU“UDP FF 8 U YR IPv4 5 5(140.113.131.80)#{ s
Tj1 port (5432) 7+ 7t Teredo data f[1 » F[*'] Teredo encapsulation [fi';Z IPv6 Router
Advertisement: $5f e/ f 1[5 IPv4 & 3k~ F TAY port r%?% Teredo Server [if[I|%Z| Teredo
Client ;= s F5f & fU s YR IPv4 it 111(140.113.131.80)~ *{fi port (5432)° Teredo Server
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=LY IPv6 Router Advertisement FJ |— flit 64 & 5L Y IPv6 & I-prefix

L4
" E

“3FFE:831F:3DDA:690A::/64” » El[1fi] 32 i 7 £}, Teredo prefix (Ox3FFE831F)

% 32 i 7 £} Teredo Server iV IPv4 i i (0x3DDA690A=61.218.105.10) -

Step G.4. ?l, UDP ff & (Teredo encapsulation)igh NAT Eﬁ » NAT fUBcA 3-1 fgafT o ffd

fib PJ?}' ° BT @ ¥k A fiu Teredo Client 5™ ° Teredo Client ¥ %] & ix i Teredo

data f[ 7l #4f1Y External port {ffi(5432=0x1538)*! External IPv4 i i

(140.113.131.80=0x8C718350) obfuscate > %] 0OXEAC7 (0OXEAC7=0x1538

OXxFFFF)#1 0x738E7CAF (0x738E7CFA=0x8C718305 ® 0XxFFFFFFFF) » [F=£3 &l

IPv6 b4y 48 fh 7 o L9t » ABCIPV6 Router Advertisement [ 1Y IPv6 b -

prefix fifi » Teredo Client §4%]] IPv6 @ij}flfiﬁf] 64 7w 0x3FFE831F3DDAG690A -

Teredo Teredo
Client NAT Server
IPv4 Src.: 192.168.100.2
IPv4 Dest.: 61.218.105.10
UDP Src.: 9876 IPv4 Src.: 140.113.131.80
UDP Dest.: 3544 IPv4 Dest.: 61.218.105.10
e UDP Src.: 5432
GA1 IPv6 Router Solicitation UDP Dest - 3544
> IPv6 Router Solicitati
G.2 v6 Router Solicitation
|
g
G3 IPv4 Src.: 61.218.105.10
< *~ 1 |Pv4 Dest.: 140.113.131.80
G4 IPv4 Src.: 61.218.105.10 UDP Src.: 3544
. IPv4 Dest.: 192.168.100.2 UDP Dest.: 5432
UDP Src.: 3544 Teredo data
UDP Dest.: 9876 External address: 140.113.131.80
e — External port: 5432
External address: 140.113.131.80 IPv6 Router Advertisement
External port: 5432 (prefix=3FFE:831F:3DDA:690A::/64)
IPv6 Router Advertisement
(prefix=3FFE:831F:3DDA:690A::/64)

Private IPv4
Network

Public IPv4
Network
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[ﬁ[ 3-5 ~ Teredo Client IPv6 Address Acquiring

% 3-1

» Address Mapping Table for Teredo Client-Teredo Server

Internal IP -

External IP i ;-

Remote IP i1

Transport protocol

192.168.100.2 140.113.131.80 61.218.105.10 UDP
Internal port External port Remote port Lifetime
9876 5432 3544

STUN (Simple Traversal of UDP Through Network Address Translators) [RFC 3489]%4! F‘IH I
}Fﬁfﬁ‘r@ij‘?‘ NAT |><,F.JF%|I‘F % NAT JRf 43 - Teredo Client |7I‘Fj7ﬁ1]‘«_i E1Fd Steps
s -r—P #E’TL[I NAT IEI JﬁFHIIJ

FI1EY Flags fifi < ¥, NAT £% full cone NAT - I[] Teredo Client %t} 16 & 7 i Flags ffi[it%

G.1-G.4 H A Teredo Server ‘]ﬁ% ] Teredo IPv6 b Hi-

0x8000 © #*I77°E | {4 Teredo Server 4 Z[[iVerFa" F/\ﬁéﬂé » Teredo Client %]
3FFE:831F:3DDA:690A:8000:EAC7:738E:7CAF iﬁ][ﬁ' IPv6 it ii-- Teredo Client}{ﬁ’ IPv6
b ij_l—r%{uj} A>T ATER'T) f[JE'JiF%ﬂE{ IPv6 b iﬂ—ﬁ‘é%q Teredo Client #1 IPv6 1fﬁ S
?[iHFE Y NAT 7 £% full cone NAT - [ 16 5% fiv Flags {iffi £ 0x0000 » Teredo Client £

IPv6 i fHT 3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF -

() B H;kﬁt Teredo Client fIv IPv6 i 3% | 35 3] NAT £} Teredo Client-Teredo Server

IR S ok AP
%) » Teredo Client Tff ok NAT i HEAPEA s '”f | Teredo Server E=ZFHEL > I ]ﬁaﬁ NAT i
HHEPET T o [WEE Teredo Client-Teredo Server [V fifjit b &P~ El A H&xijfijt%, » Teredo

£ [dig > [1IF=Teredo IPv6 117 #['“’EI'U obfuscated Y7V} F i

Server i) K@ﬁﬁ;ﬁ}lﬂ[[—“* HEEFHVEL 'F‘ NAT | X,F.JFIJ Teredo Client » ﬁ[[ﬁ"#ﬁ Eﬂﬁcf Teredo

Relay {Hi:= ] &) 4 & NAT Z|| Teredo Client * | A FUEED o ﬂ—‘ﬁﬁ[ﬁ p}}{’—j’ FEL ]?I}ﬁf_ o
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3.2 IPv6 Packet Transmission

Teredo {Hi:2 IPV6 F5f SRR ABIFH 1™ o f@?‘& q%‘[' 3-1¢f ILJ?Fﬁ'“ I%U?'TLHI » NAT &Jflﬁu Host A
F1TPV6 ?Fﬁf’%‘, Host B 1V [#]I'] Teredo {#3:= IPv6 [ & = A ffi*'| UDP port 9876 #fui~ Teredo
Client > A Teredo Server 3%/~ Qualification Procedure Vi IPv6 ;i
“3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF” > 773 NAT «fﬁj % 3-1 lF;H[E{ b S5 o
B [V IPv6 it 14T 2001:238:F88:210::9 » Teredo Relay [ IPv4 i 1 61.218.125.3 » NAT
[VEIREEY port-restricted NAT = A 1 B V] {5 IPv6 Ff &)°F | 78 T [FIpuif AR - 1 B &

Iy FHERED Steps HA-HAL > (11 A & > HAHERE Steps 11-16 -

Case 1 : fli public Aff ,[,fﬂJE:T‘{%FB ﬂélizpﬁ YET S EGETRA IR 3-6 F E*F Uy LI

Step H.1. B 3= IPv6 Ff &; ﬁ“ﬁ A > IPv6 £ 8 e YR i i | IR B 55 14
2001:238:F88:210::9 ~ 3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF - [P}t
53t IPV6 routing protocol L= = #E B & 3T[1Y Teredo Relay -

Step H.2. Teredo Relay J>Z[[F=IPv6 F: & o ¥ Teredo Relay ﬁF THEL S IPV6 & ?ﬁ A ]| Teredo
Relay ' I'J{f14% *'| Simple encapsulation fH;= IPv6 Jf &5 ?ﬁ A (3= Step H.7) - ¥
Teredo Relay T ﬁTﬂiElri IPv6 ffc E[J'|H A » BUFF port-restricted NAT fi J’F‘j T SRR
Teredo Client ﬁF 53l NAT = Teredo Relay [ & > Teredo Relay } - ST NAT
é‘?ﬁ]‘:[?ﬁ Teredo Client » [X]*=> Teredo Relay “-$° l@ﬁ%ﬁ Teredo Client I IPv6
e P?’T v = buffer> ™ [H Teredo Server 12{11]"] Teredo encapsulation FiZL[~ Teredo
Bubble - Teredo Bubble s IPv6 i GHHIE 1Y IPV6 i 55 |G
2001:238:F88:210::9 » 3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF - Teredo
Bubble [*| Teredo data #i"J“ YR TPv4 B HEF T YR port £ Teredo Relay fiJ IPv4

it 111(61.218.125.3)#1 port 3544 - Teredo encapsulation LY UDP 7K port A1} |
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[ port ’f%t b 3544 > IPv4 itk ﬁFF%F 5 61.218.125.3 > | ‘EIer'\j'ilFr%?E Teredo
Server I IPv4 i i (o FIETAY TPV S 4|1V Teredo Server IPv4 it A i 351 FTed
1 0x3DDA690A=61.218.105.10) °

Step H.3. Teredo Server f-port 3544 [[5%]| Teredo Relay =i ¢ [I¥ Teredo Bubble
TeredoServer I'| Teredo encapsulation §#53= [F= Teredo Bubble ; {f[ Teredo Client ©
Teredo Server}{—J Fle v IPv4 £ 1H61.218.105.10) & port 3544 F%t % Teredo
encapsulation YR IPv4 & kY51 porte | TAY IPv4 & HHHIE TEY port I[[FTTE TEY
IPv6 i 4EEE BT Ti(Obfuscated Teredo Client IPv4 i I £ 0x738E7CAF » &
FLE THZ] 0x8C718350=140.113.131.80 : Obfuscated Teredo Client Port i £
0XxEAC7 » &URLE H £] 0x1538=5432) o

Step H.4. NAT [[=~ [* f' 3 Teredo Bubble fiV UDP ] &) o NAT fUS 3-1 fifEf ey i 7|
rFL‘ .

Step H.5. Teredo Client [*Z[| Teredo Relay 3= <[/~ Teredo Bubble i > *'| Simple encapsulation
[fil32 Teredo Bubble 5 F, Teredo Relay « [ Teredo Bubble [ YR b fiHFIF TRY T 455
il 5% 3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF #1 2001:238:F88:210::9 >
Simple encapsulation fi {5 IPv4 &b 5 YR port I%’E@ 192.168.100.2 #19876 -
F 1A% IPv4 & GHATETAY port EJUF%?E Teredo data F[ 15 S5 Y51 IPv4 b i
(61.218.125.3)F[1 ki port (3544) il -

Step H.6. NAT fﬁ@[ 7 Teredo Bubble i Simple encapsulation ] &/ e NAT fUSJH=] &
RE DNl {lkhffgi(y[li 3-2) » 20 TR R A S [
& éq’ﬁ Teredo Relay -

Step H.7.]F} JJ“ NAT =g &b JESEPER - Teredo Relay }H IPv6 ¥} &/ H'| Simple encapsulation
fHii= IPV6 Ff &/ = Teredo Client(F ¥ |32 fi] Teredo Client i IPv6 Jif &/ ¥ Teredo
Relay ?’T i 7+ buffer » 7t LF‘fﬁﬂjf }{‘5]’ buffer [[1fiY IPv6 $f &y~ {H{€52) « Simple
encapsulation i &Y [Pv4 & 4HF 1 JFl port £ Teredo Relay fi*J IPv4 b -
(61.218.125.3)#13544 > [ 1fY IPv4 fb HEHIE TS port FI[fTTE T IPv6 i iiH(Teredo
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Client [V IPv6 it HB)FF ETHE(] @ BURE 1AV IPv6 1 HIY Obfuscated Teredo Client
IPv4 b HHEE B F 1Y IPv4 7 347 140.113.131.80 (0x738E7CAF @
OxFFFFFFFF=0x8C718350=140.113.131.80) » ﬁ%_l_rﬁlﬁ 'H IPv6 fi i1 Obfuscated
Teredo Client Port ff = B Z[[F Ifi*J port &% 5432 (OXEAC7 ® 0xFFFF=0x1538=5432)°

Step H.8. NAT [[=~ [* Jf», IPv6 $f & UDP ff & » NAT £k 3-2 flsff (g o JFL[ o

Step H.9. Teredo Client J¥Z[[f£-B 32 > fl1 Teredo Relay fEi; =i Simple encapsulation &/
Teredo Client sel#*EEB & 3TfY Teredo Relay £ 61.218.125.3¢ = |¢<FJ| A BI3= IPV6
ﬁtpqﬂ B Eﬁ » Teredo Client [11]F=fi" HIEEB {& T[IV Teredo Relay £ 61.218.125.3 -
Teredo Client I'] Simple encapsulation [H:= IPv6 Ff & (%{Ljé TRt IPv4 B 4R
port 53 {JF% 192.168.100.2 F{19876 > | ik HHAIE 1114 port 55 [H|JFE 61.218.125.3 !
3544) «

Step H.10. NAT i[>+ [‘JFA'[ IPv6 $f &/ fiY Simple encapsulation ] &) » NAT FBEGA 3-2 fHifz
B P -

Step H.11. Teredo Relay I[¥%[| =] & JFf Simple encapsulation [*|fi IPv6 W= IPV6 Al

BE o FREFE LB IS o

B¥ 0 A A B VRSER T B Steps HL1, HLT-HLIL 945 BES 152 TPV6 i éy -

T Teredo Relay J¥Z[| [ HY IPv6 & 4iF-Flags i £% 0x8000 f* IPv6 Ff & (Flags £ 0x8000 # -
NAT Ffbhspes rise 3-3 foEjff' o B}Lﬁjﬂlf fit Remote {1 fifr) » Teredo Relay i’

PJ## = Steps H.1, H.7-H.11 iRy IPv6 Ff &) 2| Simple encapsulation Eﬂk_qf[ Teredo
Client » %T’%Tﬁ o Teredo Relay {145 I35/ sk {135 Teredo Bubble > Steps H.2-H.6 lF;p

AR I ] e
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Host A
(Teredo Client)

NAT

Teredo Server

Teredo Relay

Host B

H.1

IPV6 Src.:2001:238:F88:210::9

H2

IPv6 Dest.:3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF

H4

H.3

IPv4 Src.: 61.218.125.3
IPv4 Dest.: 61.218.105.10

DATA

IPv4 Src.: 61.218.105.10
IPv4 Dest.: 140.113.131.80

UDP Src.: 3544
UDP Dest.: 3544

IPv4 Src.: 61.218.125.3
IPv4 Dest.: 192.168.100.2

UDP Src.: 3544
UDP Dest.: 5432

UDP Src.: 3544
UDP Dest. 9876

Teredo data
Source address: 61.218.125.3
Source port: 3544

Teredo data
Source address: 61.218.125.3
Source port: 3544

Teredo data
Source address: 61.218.125.3
Source port: 3544

IPV6 Src.:2001:238:F88:210::9
IPV6 Dest.:3FFE:831F:3DDA:690A:0000:EACT:738E:7CAF

IPV6 Src.:2001:238:F88:210::9
IPV6 Dest.:3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF

IPv6 Src.:2001:238:F88:210::
IPv6 Dest.:3FFE:831F:3DDA:690A:0000:EACT:738E:7CAF

H.5

IPv4 Src.: 192.168.100.2
IPv4 Dest.: 61.218.126.3

UDP Src.: 9876
UDP Dest.: 3544

IPV6 Src.:3FFE:831F:3DDA:690A:0000:EACT7:738E:7CAF
IPv6 Dest.:2001:238:F88:210::9

IPv4 Src.: 140.113.131.80
IPv4 Dest.: 61.218.125.3

UDP Src.: 5432
UDP Dest.: 3544

IPV6 Src.:3FFE:831F:3DDA6

90A:0000:EAC7:738E:7CAF
IPV6 Dest.:2001:238:F88:210::9

H.6

||qqng pusg

H.8

IPv4 Src.: 61.218.105.10
IPv4 Dest.: 192.168.100.2

UDP Src.: 3544
UDP Dest. 9876

IPV6 Src.:2001:238:F88:210::9
IPV6 Dest.:3FFE:831F:3DDA:690A:0000:EACT:738E:7CAF

DATA

IPv4 Src.: 192.168.100.2
IPv4 Dest.: 61.218.105.10

UDP Src.: 9876
UDP Dest.: 3544

IPv6 Src.:3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF
IPv6 Dest.:2001:238:F88:210::9

DATA

H.9

H.7

IPv4 Src.: 61.218.105.10

IPv4 Dest.: 140.113.131.80

UDP Src.: 3544
UDP Dest.: 5432

IPV6 Src.:2001:238:F88:210::9
1PV Dest.:3FFE:831F:3DDA:690A:0000:EACT:738E:7CAF

DATA

1Pv4 Src.: 140.113.131.80
IPv4 Dest.: 61.218.105.10

UDP Src.: 5432
UDP Dest.: 3544

1PV Src.:3FFE:831F:3DDA:690A:0000:EACT:738E:7CAF

IPv6 Dest.:2001:238:F88:210::9

IPV6 Src.:3FFE:831F:3DDA:690A:0000:EACT:738E:7CAF

DATA 1PV6 Dest.:2001:238:F88:210::9
H.10 DATA
H.11
Simple encapsulation (IPv6 packet) Simple encapsulation (IPv6 packet) IPv6 packet
Private IPv4 Public IPv4 IPv6
Network Network Network

q%ﬁ[ 3-6 ~ Initial Steps for Packet Reception of Teredo Client

%< 3-2 ~ Address Mapping Table for Teredo Client-Teredo Relay

Internal IP -

External IP ;-

Remote IP i1

Transport protocol

192.168.100.2

140.113.131.80

61.218.125.3

UDP

Internal port

External port

Remote port

9876

5432

3544

Lifetime
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%< 3-3 » Address Mapping Table for Teredo Client (on full cone NAT)

Internal IP k-

External IP ;-

Remote IP 1

Transport protocol

192.168.100.2 140.113.131.80 Any UDP
Internal port External port Remote port Lifetime
9876 5432 Any

Case2 : [IA *éhﬁzf, AFIB Vo 0 2 - GRARITR 3-7)

Step L.1.

Step 1.2.

Step 1.3.

Step 1.4.

Step L.S.

Step L.6.

A FF1IPV6 Ff &) [HER Y ¢i Teredo Client » [I1 Teredo Client 7 FURFraE= B pHA

B fﬁF—le_f‘_ IPv6 Ff &5 ?ﬁ Teredo Client- Teredo Client T #[IEi#EB 23T Teredo Relay
[ IPv4 (P g-o A rﬁ?ﬁ B [V IPv6 Ff & Tff BLT hZ Teredo Client IV buffer - Teredo
Client *'| Simple encapsulation [fi] Teredo Server;=t!t [ 1[I IPv6 i 5% B~ /i [Pv6
it - A it ICMPv6 Echo Request e

PJFA'[ ICMPv6 Echo Request [I¥ Simple encapsulation ] & ¥ NAT ${# > NAT 1L
Bk 3-1Iar b [0 s i I 952 % Teredo Server

Teredo Server f-port 3544 I[%Z[|IF=F:f & » }Ifj’ Simple encapsulation ¥![iV ICMPv6 Echo
Request 3= = IPv6 ?[ﬁE‘%‘,

B [[¥%]] Teredo Server ﬂi@“é;}qﬂ\ [ ICMPv6 Echo Request > [fili2 ICMPV6 Echo
Response ; 1F‘ A > [F=IPv6 ] 8037558 TIPv6 routing protocol » 5 £[[EEB {2THY Teredo
Relay ¢ ("= Teredo Relay 7 T35 IPV6 Ff &5 %’F\, Teredo Client > Teredo Relay ﬁiﬂ
7 [Hi32 Teredo Bubble fiujfiAH rﬁ‘if [f Steps H.2-H.6)

Teredo Relay I'] Simple encapsulation 7 ?“}[@]’ ICMPv6 Echo Response ﬁléﬁ“ﬁ
Teredo Client » $f ey iu | I IPv4 & JHFIE TAY port r%lﬁhj:[l Step H.7 ﬁ[[ﬁj o [=UDP
FHe PR 1= NAT -

143 i ICMPv6 Echo Response [I¥ Simple encapsulation i & ¥ NAT #f# » NAT £
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B 322 }{’—j’ Pt ey [eih HHEE o }{’j’ [F=$f ty32 = Teredo Client - Teredo Client
£ 41 B f¥ ICMPv6 Echo Response > Teredo Client s/ #4FE B f& 3/T[1¥ Teredo

Relay £L{E= M= ICMPv6 Echo Response [I¥) Teredo Relay (61.218.125.3) -

B AFIB VR TR Steps H.1, H.7-H.11 pojfiid = AHTEGE TPv6 £ &

Host A

NAT
(Teredo Teredo Server Teredo Relay Host B
Client)
IPv4 Src.: 192.168.100.2
1Pv4 Dest.: 61.218.105.10
UDP Src.: 9876 1Pv4 Src.: 140.113.131.80
UDP Dest.: 3544 IPv4 Dest.: 61:218.105.10
IPE S1c SFFE §31F-30DA 69040000 EACT:738ETCAF | | [UDP Sro.: 5432
IPv6 Dest.:2001:238:F88:210::9 UDP Dest.: 3544
IPv6 Src.:3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF
ICMPV6 Echo Request 1PV6 Dest.2001:238:F88:210::9
1.1 IPv6 Src.:3FFE:831F:3DDA:690A:0000:EAC7:738E:7CAF
ICMPV6 Echo Request 1Pv6 Dest.:2001:238:788:210:9
1.2 ICMPV6 Echo Request
1.3
1.4
IPv6 Src.:2001:238:F88:210::9
Send Bubble IPv6 Desi:3FFE 831F:3DDA:690A:0000:EACT:738E:TCAF
I ICMPV6 Echo Response
1.5
1Pv4 Src.: 61.216.105.10
6 IPv4 Dest.: 140.113.131.80

1Pv4 Src.: 61.218.105.10 UDP Src.: 3544
IPv4 Dest.: 192.168.100.2 UDP Dest.: 5432
UDP Src.: 3544 IPv6 Src.:2001:238:F88:210::9
UDP Dest.. 9876 IPV6 Dest :3FFE:831F:3DDA 690A:0000:EACT:738E:7CAF
1PV Src.2001:238:F88:210::9
IPV6 Dest.:3FFE:831F:3DDA:690A:0000:EACT 738E:7CAF ICMPV6 Echo Response

ICMPv6 Echo Response

Simple encapsulation (IPv6 packets) Simple encapsulation (IPv6 packets) IPv6 packets
Private IPv4 Public IPv4 IPv6
Network Network

Network

qigﬂ' 3-7 ~ Initial Steps for Packet Transmission from Teredo Client.

3.3 Features

Teredo #1577 2 FiHHE[2 {l# Tunneling ik AHIES » &) 7 21 ﬁl&‘%ﬁ

* Robust
Teredo I'| & ‘_ﬁ[ i1V Teredo Relay 8= IPv6 :f &> [[12% [+l Teredo Relay (I ';Fﬁ]@ ’
IPv6 Ffty 'l ]ﬁé;ﬁ IPv6 routing ip%‘;fﬁ[]ﬂ 139t = [l Teredo Relay 78 {H5= » T I*Af [+

ELEL 1= i e S P I A5 1 0 DR S
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* Scalable
Er[ Teredo Relay ' %Bﬁ@"{l]ﬁ ’?ﬁf}f'%?ﬁ,' Hp T FE EREEIET I Teredo Relay fIUErE! -
2 IPv6 Fif o) {5 s 7Y Teredo Relay [HY&F &y » I') }ﬁ@‘ Teredo Relay fi*) {150 o E'[
Teredo Client 1] PEﬂj g:JB?—‘K'H ﬁ Teredo Relay J[f" » %@EIE&TUF IR
s

* Automatic
%} Teredo Client [f JF;[ » IPv6 B HHAYIV S Tunnel fogis > ﬁBT %E,I{[ﬁf’%‘,m H®
SHE Y 1 HE - F%%Lg’ [y I JiZ&3 Teredo Server fifs42]s » (1 Teredo Client FIfiz
5 o

SRy > Teredo |1 i< E Bk 4 S HIFE1Y symmetric NAT - ;%["J ﬁ:j:%",lﬁd g2 JﬁL
R -
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CHAPTER 4

Three Teredo Implementations

VS fri7v 2003 ZF 5 (MY Linux FiFF "1 B¥]38 " NICI-Teredo [NICI-Teredo] ° NICI-Teredo & {3 i
Teredo Server #{! Teredo Relay | nf mﬁf«?ﬁ' :LHP‘T'F Gipl) JFMF[ Eﬂj—J}%wi [r[ F‘E B
SR THI RE 2T [Filv= 4§ - NICI-Terdo server EIGJW’FE%I%WW 4-1 (a) » T hl-
581 (=% user-level [ daemon ° NICI-Teredo Relay Eﬁf{’?ﬂ%’fﬁﬂ[lqﬁﬂ 4-2 (a) » ey Tﬁ

kernel-level ?‘]Bﬁ(ﬁ%ﬂ 4-2 ) user-level ?‘}ﬁﬁ(ﬁ%ﬂ 4-2 (DHI®) - kernel-level module F,‘TIEFG

#ﬂqﬂﬁ Y IPV6 $5f E L ;‘ﬁJ < T FEH T user-level A= fH }Zt’ﬁj[ﬂ”ikernel-level module

—

YT e

FEF 17 2003 F [ F » 6WIND ~ LIP6 ! Euronetlab ~/1% |58 2" P19t~ {1 FreeBSD -

’F' 1f¥ Teredo #f [5{6WIND] © o 2004 F > — {[{*&75 Solaris ~ FreeBSD #! Linux fiY

ey ’F i Miredo-Teredo [MIredo]* ¥LEF A L1 o 1}4_ ([ Teredo B ['=53 I 1= f# [ﬁ] HAR
58 > ] Fﬁ “?ﬁn’“"‘ = [ FTJ YT::ﬁ’[ HiE Teredo #Vrﬁ f* Teredo Server ! Teredo Relay

Py 4+ 53 REE= I Teredo e IS FEAE -

—.E i

4.1 Teredo Server

4.1.1 NICI-Teredo Server

NICI-Teredo Server (ﬁ%ﬁ' 4-1 (a))/’]— [ IPv6 raw Ethernet socket (ﬁ%ﬁ' 4-1 (b)) A1yt TPv4
UDP socket ([ﬁ[ 4-1 ()2 FT & - NICI-Teredo Server [IVEi JPE'—AEI)F— ! “‘[ﬁf {7y e
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Packet processor (q‘?ﬁ[ 4-1 D) Ef[ ?J IPv6 Fif S puFisE » I') 73"}{5]/ ﬁ%fﬁ}l&ﬂﬁ IPv4 UDP £ &/
BfeREEERY IPV6 fif & < Dispatcher (! 4-1 @)ﬁ%ﬁl packet processor x= i IPv6 F & Tﬁ‘[?‘ ’
jﬂﬁj@lﬁ}ﬁ Fi Ry IPv6 £ & fici= U,E}FJI AUV o Qualification function (E;ﬂ 4-1 Q)H-
fH #1 Teredo Client 7 [#][i Qualification Procedure “/{<(J[157 3.1.4 &) - iﬁf[ﬁ{ﬁfﬂ: A
Teredo Client [ E Ay NAT pUAEH I k2 %~ {5 Teredo IPv6 i 41HH1 ™ |- Teredo Server
i q%*[ 4-1 pUEE B — B — O—>O@—® % EH! Teredo Client V [i[;% = Qualification

Procedure [IVFf & o Fﬁ, Teredo Client foI 71— & 1Pv6 = £ 3p](J1127 3.2 7Y case 2) ICMPv6
relay function (ﬁ%ﬂ 4-1 @)1’%5’1}3%% il Teredo Client ?&?Hﬁ%ﬂp‘i Teredo Relay #E= Ff ey o
Teredo Server #[|*'] [ﬁ[ 4-1 pUis % ®—B®—®— O§Ei:= ICMPv6 Echo Request (Y[ Steps.
L1-1.3)= IPvo6Affff - F { [Pv6 = £§[1:2 ICMPv6 Echo Response Eﬁ (Y[' Steps. 1.4-1.6)> Teredo

Client F 5 £[F1F=IPv6 = £S5 iﬁﬁ?l{ﬁm Teredo Relay °

NICI-Teredo server (a)

)
K D) qualification
function

packet

processor dispatcher

ICMPvV6 relay
function

Q @

I I
User level @ @
Kernel level A
Raw Ethernet
UDP socket
(©) (b) socket
C ) (SOCK_DGRAM) D (SOCK_RAW)
- h 4

IPv4 forwarding

physical interface
module

physical interface

IPv6 forwarding

physical interface
module
physical interface

IPv4 network IPv6 network

q%ﬁ[ 4-1 ~ Software Architecture of NICI-Teredo Server
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4.1.2 6WIND-Teredo Server and Miredo-Teredo Server

F'F 6WIND -~ Miredo i) Teredo Server F%f:fl'ﬁl NICI-Teredo Server ? Eﬁfjﬁl]’” , S‘F;J@ #if
i ([ Teredo Server [V R °

4.2 Teredo Relay

4.2.1 NICI-Teredo Relay

NICI-Teredo Relay (q%‘[' 4-2 (a))iEr*'| Linux kernel iV IPv6 ~ IPv4 forwarding fﬁ\%ﬁﬂ(ﬁ%‘ﬂ 4-2 (b)
() » IR IPv6 Ff twiEli= 7fc » NICI-Teredo Relay f11= {fi module 3255 o Prefix

advertisement module (ﬁ%ﬁ‘ 4-2 @)[ﬂ | IPV6 A 1ﬁ,t,1ﬁf{ (Bx 3FFE:831F::/32 55 (it IPv6 f ii-prefix-

—Bij

;[ZQIH;LH[[_{ IPv6 it f-prefix E (&> 1 IPv6 1ﬁ§‘ %‘ﬁ[ﬂj Teredo Client fifaf &) it I' | 2 2]
& VR TV Teredo Relay i“'/i&%@}iﬁ][ﬁi Teredo Relay #85= © Routing management module
([ﬁ[ 4-2 @)FJ;’IF", [~ Linux kernel o s ifElx > Wﬁ%{g IPv6 forwarding ([’,‘?:ﬁ[ 4-2 (b))}l‘fj’ FIfY
ik 4% Teredo Client [V IPv6 &) (| TV 1Y TPv6 i 4i-prefix £l 3FFE:831F::/32)85 5
relay module {85 %] Teredo Client » ™55t IPv4 forwarding (H‘?ﬁ‘ 4-2 (c))fe1f§-Teredo Client
12 [ IPv4 UDP i & (F SRV E 1Y UDP port Bl 3544)3738 relay module fZZ]] TPV6 5}
"% © Relay module (Jff 4-2 ®)I'] udpipé_tunnel xmit () (i 4-2 @) A
udpip6_rcv () (ﬁ%ﬁ‘ 4-2 ® .)"HW | (I [FTP = (callback function) i 5] &) ffipid
(encapsulation) ~ #Ffi(decapsulation)=J/f > I_{'JiF;\L[“J ([E ¥ 77 Wl Linux kernel fiY IPv6
forwarding % IPv4 forwarding [“[IL| © Relay module FZPL] IPTUNNEL_XMIT ()’ (' 4-2
©) - ‘Zifl IPv4 forwarding 581 [ IPv4 UDP ff & [Hi:5 = Teredo Client © - s
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CHAPTER5

Performance Measurement
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= T’Q'f"ﬁgﬁﬁ fi] > Hi By Fﬂ;ﬂ_ fli Teredo Relay FuFsHe -
5.1 Testing Environment

FPELRFC 2544 (Benchmarking Methodology for Network Interconnect Devices) [RFC2544]
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Scenario 1:
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Scenario 2:
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5.3 Results
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percentage = (Other-Teredo Processing Time - NICI-Teredo Processing-Time)
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CHAPTER 6

Conclusion
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Appendix A
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