A Case Study of Integrated Authentication Server in NCNU
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Abstract

Taiwan Academic Network Roaming Center
provided a scalable authentication service in Taiwan
Academic Network (TANet). Although all TANet
users used Remote Authentication Dial-In User
Service (RADIUS), the different implements in each
school caused the various problems. We take National
Chi Nan University as example, discussing the
problem of server backup, the two-step authentication
and the single sign-on. Hope to share this experience
with all server managers in TANet.
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Spanning tree enabled protacol ieee
Root 1D 32768
AB03.31e4.2c65
ge is the root
Hello Time 2 sec Max Age 6 sec Forward Delay 4 sec

Bridge ID Priority 32768
Address 9803 .31e4.2c65
Hello Time 2 sec Max fige 6 sec Forward Delay 4 sec
fAging Time 388

[nterface Role Sts Cost o.Nbr Type
Desg FWD 19 128.129 P2p
Desg FWD 4 16.133 P2p
Back BLK 4 128.135 P2p

Spanning tree enabled protacol ieee
Root 1D 32768
AB03.31e4.2c66
ge is the root
Hello Time 2 sec Max Age 6 sec Forward Delay 4 sec

Bridge ID Priority 32768
Address 8803 .3164.2c66
Hello Time 2 sec Max fige 6 sec Forward Delay 4 sec
fAging Time 388

[nterface Role Sts Cost o.Nbr Type

Desg FWD 4 128.13@ P2p
Back BLK 4 128.133 P2p
Desg FUD 4 16.135 P2p
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# 1 Spanning Tree Vlan101 » 103

Core#show run int gi2/5
Building configuration...

Current configuration : 193 bytes
|
interface GigabitEthernet2/5
switchport
switchport trunk encapsulation dotlq
switchport trunk allowed vlan 101-104
switchport mode trunk
spanning-tree vlan 101,103 port-priority 16
end

% 2 Spanning Tree Vlan102 » 104

Core#tshow run int gi2/7
Building configuration...

Current configuration : 193 bytes
1
interface GigabitEthernet2/7
switchport
switchport trunk encapsulation dotlq
switchport trunk allowed vlan 101-104
switchport mode trunk
spanning-tree vlan 102,104 port-priority 16
end
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# 3 Spanning Tree Hello Time

Core(config)#spanning-tree vlan 101 hello-time 2

<1-10> number of seconds between generation of
config BPDUs
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Freeradius2.i386 : High-performance and highly
configurable free RADIUS server
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[root@wlan-roaming ~]# vi /etc/raddb/users

ERE Y

"A i+ 5" Cleartext-Password := "A ek + 55"
"B 4§+ 5" Cleartext-Password := "B 4§+ "
"C g+ 5" Cleartext-Password ;= "C 4§+ 5"
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[root@wlan-roaming ~]# date

7 8% 1914:34:31 CST 2011
[root@wlan-roaming ~]J# wc -l /etc/raddb/users
10815 /etc/raddb/users
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